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Defending Against Terrorist Attacks
with Limited Resources

Abstract

This paper develops a framework for analyzing a defender’s allocation of scarce resources
against a strategic adversary like a terrorist group in four settings: (i) a baseline case in
which the sites the defender tries to guard are “independent” in that resources dedicated
to protecting one site have no effect on any other site; (ii) if the defender can also al-
locate resources to border defense, intelligence, or counter-terrorist operations which, if
successful, protect all of the sites; (iii) if threats have strategic and non-strategic compo-
nents (e.g., the threat to public health from bio-terror attacks and the natural outbreak
of new diseases); and (iv) if the defender is unsure of the terrorists’ preferred targets. The
analysis characterizes the defender’s optimal (equilibrium) allocations in these settings,
an algorithm or approach to finding the optimal allocations, and relevant comparative
statics. These characterizations provide a general way of thinking about the resource-
allocation problem in these settings.



Defending Against Terrorist Attacks with Limited Resources

How should a state allocate limited resources to defend against a strategic adversary
like a terrorist group? This is part of the challenge facing the United States in the
aftermath of the attacks of September 11, 2001. Since then, the federal government
has spent over $150 billion on homeland security and is now spending about $15 billion
a year on protecting the country’s critical infrastructure and key assets alone (OMB
2003, 2004, 2005). But the scope of the task is vast. Prior to 9/11, the Environmental
Protection Agency reported on the risks posed by “worst-case” chemical accidents, finding
that an accidental release at over 2,300 facilities would threaten between 10 and 100
thousand people, 600 sites threatened between 100 thousand and a million people, and 123
sites threatened more than a million (Belke 2000). By 2004, the national infrastructure
database contained 33,000 sites. Of these, the Department of Homeland Security had
identified 1,700 as the most critical and planned to conduct vulnerability assessments of
them (Moteff 2004). As Department of Homeland Security Secretary Michael Chertoff
summarized shortly after taking office, “Although we have substantial resources to provide
security, these resources are not unlimited. Therefore, as a nation, we must make tough
choices about how to invest finite human and financial capital to attain the optimal state
of preparedness” (Chertoff 2005b, 3).

The strategic nature of the adversary complicates these choices. As the National
Strategy for Homeland Security emphasizes, “One fact dominates all homeland security
threat assessments, terrorists are strategic actors” (White House 2002, 7). They try to
strike where the defense is weak and the expected gains are high. Protecting one site
may therefore merely shift the risk of attack to another site. “Increasing the security of a
particular type of target, such as aircraft or buildings, makes it more likely that terrorists
will seek a different target. Increasing countermeasures to a particular terrorist tactic,
such as hijacking, makes it more likely that terrorists will favor a different tactic” (White

House 2002, 29).!

I For statistical evidence of these “substitution” effects see Enders and Sandler 2004.



This paper develops a framework for analyzing the problem of allocating limited re-
sources against a strategic adversary in four settings.? In the first baseline case, the sites
the defender tries to protect are “independent.” Resources dedicated to guarding one site
have no direct effect on any other site. A very simple algorithm leads to the optimal
allocation in these circumstances. A strategic adversary will attack the most attractive
target, i.e., the site offering the highest expected payoff. The defender, therefore, should
invest in hardening or protecting this site. But the more the defender spends on this
site, the lower the attacker’s payoff to striking this site and the less attractive it be-
comes. Eventually, going after this site will be no more attractive than striking what was
originally the second most attractive target. At this point, the defender must invest in
hardening both of these sites so that neither is a more appealing target than the other.
The more the defender spends on these two sites, the lower the payoff to attacking them
and the less attractive they become. Eventually, attacking either of these two sites will
offer an expected payoff no higher than going after what was originally the third most
attractive site. From here on, the defender will have to invest in all three of those sites
so that no one of them is more attractive than any otherf. The defender continues to
allocate the rest of its budget in this way by spending on and hardening more and more
sites so as to make the most attractive targets as unattractive as possible.

The second setting extends the baseline case to allow the defender to allocate resources
to border defense, counter-terrorist operations, and intelligence in addition to spending
on specific sites. The key idea here is that investing in activities reduces the probability
of a successful attack on every site whereas hardening a specific site only affects that site.
The third setting examines the allocation problem if the threat has a strategic and non-
strategic component. For example, many of the steps that a state might want to take to

protect public health against the outbreak or spread of a new virus like SARS or a highly

2 The present analysis focuses on understanding the first-best outcome, i.e., the optimal

allocation for a single unitary defender. Other analyses of the basic resource allocation
problem include, e.g., Bier, Oliveros, and Samuelson (2005) and Brown et. al. (2005).
Examples centering on second-best outcomes due to the distorting effects of multiple
actors with different interests include Bueno de Mesquita 2005 and Rosendorff and Sandler
2004.



contagious avian flu are the same as it would want to take to defend against a bio-terror
attack (Chyba 2001, 2002). But the former is non-strategic: viruses do not try to strike
where a defender is weak and the expected gains are large. How should a defender allocate
its resources if the threat has both strategic and non-strategic components? Finally, the
fourth setting studies the resource-allocation problem when the defender is unsure of the
terrorists’ priorities, i.e., about the way that it ranks potential targets. How, for example,
should a defender allocate its resources if it is unsure whether its adversary is primarily
interested in attacking political or economic targets, or striking at nuclear or chemical
facilities?

The analysis below characterizes the defender’s optimal (equilibrium) allocations in
each of these settings as well as an algorithm from finding them. These characterizations
show that although the extensions to the baseline case are substantively quite diverse,
the same basic approach can be used to determine the optimal allocation. The key to
this commonality is that even though the baseline game and its extensions are generally
not zero-sum games, the defender’s unique equilibrium strategy in the baseline model is
to minmax the attacker, i.e., the defender should allocate its resources so as to minimize
the attacker’s payoff. This is a surprising result. As is well known, a pair of strategies
is an equilibrium of a two-actor, zero-sum game if and only if the actor’s are minmaxing
each other. But minmaxing is usually not an equilibrium strategy in nonzero-sum games.
In the extensions, the defender does try to equate the marginal gain from investing its
resources in any one specific way, e.g., defending a particular site, with the marginal gain
from investing them in some other way, e.g., in border defense. But the nature of these

marginal gains can be quite subtle when facing a strategic adversary.

Strategic Versus Non-Strategic Terrorists

Although the National Strategy for Homeland Security emphasizes the dominating fact
that terrorists are strategic, early spending decisions on homeland security and, especially,
on critical infrastructure protection have been widely criticized for being dominated by

pork-barrel politics. As the 9/11 Commission Report delicately puts it, “In a free-for-all



over money, it is understandable that representatives will work to protect the interests
of their home states and districts. But this issue is too important for politics as usual to
prevail. Resources must be allocated according to vulnerabilities” (2003, 396).> Secretary
Chertoff underscored the same point shortly after taking office, “Risk management must
guide our decision making as we examine how we can best organize to prevent, respond
and recover from an attack” (2005a, 2).

Risk management does take an adversary’s intentions into account. But it typically
does not treat adversaries as fully strategic actors who try to counter a defender’s de-
cisions, who “modify their tactics and targets to exploit perceived vulnerabilities and
observed strengths” (White House 2003, viii). And, not treating an adversary as fully
strategic can lead to a significant misallocation of resources. This section illustrates the
potential for misallocation with a simple model in which the defender only has two sites
to protect. The next section extends this model to an arbitrary number of sites and
develops a more general framework for analyzing the allocation problem.

In the two-site model, the defender has a total of R resources to allocate and suffers
a loss of L, if site 1 is successfully attacked and L if site 2 is successfully attacked. Let
r1 represent the resources dedicated to protecting the first site and ro be the resources
allocated to the second where 71 +7, = R. Take §;(r;) to be the probability that an attack
on site j succeeds if the defender allocates r; to protecting it. Finally, the probability of
an attack on site 1 is a and the probability of an attack on site 2 is 1 — . All of this
implies that the defender’s expected loss to allocating r to site 1 and R — r to site 2 is
L(r) = aLi01(r) + (1 — a)Lads(R — ). The first term on the right in this equality is
the expected loss from an attack on the first site, L;d;(r), weighted by the probability of
an attack on that site, and the second term is the expected loss from an attack on the
second site weighted by the probability of that attack.

The basic elements of this model are the same as those at the core of Secretary

Chertoft’s risk-management approach which centers on consequences, vulnerability, and

3 More direct criticisms include, e.g., the 9/11 Public Discourse Project’s final report

(2005) and O’Beirne 2003.



threat.* Consequences are the outcomes of a successful attack and correspond to L; and
L, in the model. The chances of a successful attack, d; and d,, reflect a site’s vulnera-
bility. Indeed, the U.S. Coast Guard defines vulnerability precisely as “the conditional

” and vulnerability assessments

probability of success given that a threat scenario occurs,’
can be seen in part as efforts to describe the conditional probabilities 4; and d5 (USCG
2003). Finally the probability of an attack a represents the threat.

Because resources are limited, investing more in one site means investing less in an-
other. Figure 1(a) plots the defender’s expected loss and the trade off it faces when the
value of the first site relative to the second is 3/2 (i.e., Ly = 3 and Ly = 2), the probability
of a successful attack on a site is §;(r;) =1 — m, and the total resources is R = 10.
The relative odds of an attack on a site are also taken to be the same as that of the sites’
relative value (i.e., a/(1 — ) = 3/2 which means o = 3/5 and 1 — o = 2/5).

The defender’s optimal allocation r* a~ 8.3 minimizes its expected loss. At this al-
location, the marginal reduction in the defender’s expected loss from spending more on
protecting the first site is just offset by the marginal increase in the defender’s expected
loss from having less to spend on the second site. More formally, the optimal risk-
management allocation r* given the threat assessment « satisfies the first-order condition
dL(r*)/dr = 0 or, equivalently, r* solves aL6}(r*) = (1 — &) Lad5(R — 1*).

But, equating the marginal costs and benefits in this way gives the wrong allocation
against a strategic adversary. Figure 1(b) illustrates the misallocation. At r*, a terrorist
group can impose a higher expected loss on the defender by attacking the second site
rather than the first. Therefore a strategic adversary seeking to impose the highest
expected cost on the defender will attack the second site. The odds of an attack on the
first site are not 3/2 and a spending decision based on these odds leads to a misallocation.

Put another way, the allocation r* and attack probability & = 3/5 are not a Nash

4 Moteff (2004) provides an overview of risk-based managment in relation to the De-

partment of Homeland Security’s critical infrastructure program. Also see the discussion
the of the U.S. Army’s approach to risk managment in Brown et. al (2005). The draft
National Infrastructure Protection Plan of November 2005 describes the Department of
Homeland Security’s evolving method.
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Figure 1: Strategic versus non-strategic terrorists.



equilibrium of the underlying game. In a Nash equilibrium each actor plays optimally
against the other, i.e., each chooses a strategy which maximizes its payoff given the other
actor’s strategy. In this sense, r* and « are only “half’” an equilibrium: The defender
is playing optimally against the attacker’s strategy «, but the attacker is not playing
optimally against the defender. The allocation r* fails to reflect the strategic nature of
the threat.

What is the optimal strategic allocation in this example? If the attacker is trying to
impose the highest expected loss on the defender, the defender wants to minimize this
maximum expected loss. Allocation 7 ~ 5.8 in Figure 1(b) does this. If the defender
allocates less than this to protecting site 1, then that site becomes the most attractive
target because it offers the attacker its highest expected payoff. If the defender spends
more than 7 on site 1, say r*, site 2 becomes the most appealing target as striking that
site now gives the attacker its highest expected payoff.

In brief, the risk-management allocation r* does take the adversary’s intentions into
account (through «). But this approach does not treat the adversary as fully strategic:
If the terrorists anticipated the allocation r*, they would not want to behave in a way
consistent with the threat assessment on which the allocation r* was based. Failing to
take the strategic nature of the threat into account in this example leads to a significant
misallocation of resources as the defender over spends on defending site 1 by more than

40% of the optimal allocation (r*/7 ~ 1.42).

A Basic Framework

This section presents a basic game-theoretic framework for thinking about and ana-
lyzing the resource-allocation problem. The solution to this baseline model also provides
a simple algorithm for finding the unique optimal allocation of scarce resources against
a strategic adversary. As will be seen, many sites may not receive any resources in the
optimal allocation.

A defender must decide how to allocate R resources across N sites, and a terrorist

group must decide which target to attack. These decisions are assumed to be made



secretly. A strategy for the defender is simply a resource allocation (ry,...,ry) such that
r1+---+ry < R, and a strategy for the terrorist group is a set of probabilities (o, .., ay)
where «; is the probability the terrorist group attacks site j with ay +--- +any = 1.

To specify the player’s payoffs, suppose that the defender suffers a loss L; > 0 if site
Jj is successfully attacked. Allocating more resources to a site lowers the probability of a
successful attack but with diminishing effect. In symbols, the probability that an attack
on site j succeeds is d;(r;) with &(r;) < 0 and §7(r;) > 0 as long as this site is imperfectly
defended (i.e., as long as d;(r;) > 0).> Thus, the defender’s expected loss if the terrorists
strike j is L;d,(r;), and its expected loss if it plays strategy r and the terrorist group
plays a is L(r,a) = Zjvzl a;L;0;(r;). As for the attacker’s payoffs, let A; > 0 be the
attacker’s gain from successfully striking site j. Then the terrorist group’s expected gain
is A(r,a) = Zjvzl a;A;6,(r;).

Finally resources are scarce in the sense that the defender cannot perfectly defend
every target. That is, any allocation of R leaves one or more sites imperfectly defended.
Formally, for any allocation of R, d;(r;) > 0 for some j.

A Nash equilibrium is a pair of strategies (7, @) such that each player’s strategy maxi-
mizes its payoff against the other player’s strategy. If, therefore, the defender’s allocation
is (71, ...,7n), the terrorist group will attack the a site offering the highest expected gain.
That is, the attacker strikes a site j such that A;0;(r;) = max{A4;1(r1), ..., AnOn(rn)}

A simple algorithm yields the defender’s optimal allocation. Assume that the defender
has not allocated any of its resources and that the sites are indexed so that if the defender
allocates no resources to any site, the attacker’s expected gain from striking site 1 is larger
than its expected gain to striking site 2 which is larger than its expected gain to striking
site 3 and so on. That is, A101(0) > A02(0) > -+ > Axdn(0).5 Then the most
attractive target, i.e., the site offering the attacker the highest expected payoff, is site 1
because A101(0) = max{A4;0:(0), ..., Aydn(0)}. The defender, therefore, should begin

5

In principle, it might be possible to defend some targets perfectly in which case §,(7) =
0 for some level of resources 7. If so, then devoting additional resources to this site has
no effect and 0;(r) = 0 for all r > 7.

6 The inequalities are assumed to be strict in order to simplify the exposition. Gener-
alizing the analysis if some of the inequalities are weak is straighforward.
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Figure 2: The optimal allocation.

by allocating its resources to this site. As the defender devotes more resources to this
site, the attacker’s expected gain from striking this target declines until the payoff to
hitting site 1 just equals the attacker’s payoff to going after site 2. This occurs at r7,
in Figure 2 where A10,(r7,) = A202(0) = max{A101(r},), A202(0), ..., Axdn(0)}. From
this point on, the defender must allocate resources to both sites 1 and 2 in order to keep
A161(r1) = Aada(re). Otherwise the attacker would strike either site 1 or 2 depending
on which offered the highest gain, and the resources allocated to the other site would
effectively have been wasted.

The defender continues allocating resources to sites 1 and 2 keeping the attacker’s
payoffs to striking these sites equal until these sites are no more attractive than site
3, le., until A1d1(rf;) = Ax02(rd;) = A303(0) = max{A101(rf3), A202(r33), As03(0),
.y ANOn(0)}. Now the defender allocates resources to sites 1, 2, and 3 so as to keep
A161(r1) = Agda(ra) = Aszds(rs). The defender continues dividing its resources in this

way reducing the attacker’s maximum expected gain and having to spread its resources



across more and more sites until it fully allocates its resources.

This allocation and the algorithm leading to it produce what may at first seem to be
counter-intuitive results. Suppose a site becomes uniformly more difficult to defend at the
margin, i.e., the marginal return to investing in protecting the site decreases. Formally,
d;(r) shifts to d;(r) where d;(0) = ;(0) and d(r) > &’(r) for all 7. One might expect that
this change would induce the defender to spend less on the site that is harder to secure,
because this investment now does less to reduce the expected loss if the site is attacked.
But this is not the case. As a site becomes more difficult to protect, the defender allocates
more to that site and necessarily, less to the other sites. The attacker also becomes more
likely to attack that site as shown below.

Figure 3 illustrates these results for the case in which site 3 becomes harder to protect
and the original equilibrium allocation is 7 = (7,7, 73,74). If the original allocation
remains unchanged, striking site 3 offers the attacker its highest payoff. But if the attacker
is sure to go after this site, protecting any other site is a waste of resources and 7 is not
an equilibrium allocation. Relative to 7, the defender needs to spend more on site 3 and
less on the other sites in order to equalize the attacker’s payoffs across these sites. This
results in allocation 7* in Figure 3.

Stating the results more formally, the defender’s optimal allocation minmaxes the
attacker by minimizing the attacker’s maximum payoff. That is, the algorithm solves
min{max{A;61(r1), ..., ANon(rny)}: r1+ -+ +ry < R}. The resulting division of re-
sources, T, is also the unique equilibrium allocation. That is, there exists an attack strat-
egy @ such that (7, @) is the (generically) unique equilibrium.” The following proposition
summarizes the results. (Proofs of the propositions are in the appendix.)

PROPOSITION 1: In equilibrium, the defender minmaxes the attacker, i.e., plays the
unique pure strategqy that makes the most attractive targets as unattractive as possible
by minimizing max{A;61(r1), ..., ANdn(ry)}. This optimal allocation is given by the

T If the attacker at 7 is indifferent between attacking an undefended site k (r; = 0) and

a defended site j (r; > 0), the game has multiple equilibria. The defender’s strategy in
all of them is still 7 but now there will be multiple a’s for which (7, @) is an equilibrium.

10
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Figure 3: When a site becomes harder to defend.

algorithm above.®

This is a surprising result. Minmax strategies are equilibrium strategies in two-actor,
zero-sum games. The players’ payoffs are diametrically opposed in these games so that
anything that increases one actor’s payoff decreases the other’s. As a result, holding an
adversary’s payoff down as low as possible by minmaxing it also serves to maximize a
player’s own payoff and mutual minmaxing is an equilibrium. But the allocation prob-
lem described above is generally not zero sum, and minmax strategies are usually not
equilibrium strategies in nonzero sum games.

To see that the baseline allocation game is typically not zero sum and appreciate the
significance of the zero-sum issue, it is useful to begin by noting the close relationship

between this game and “Colonel Blotto” games which have long been used to study

® That 67 > 0 for all j ensures the defender never mixes in equilibrium. If §7 > 0, the

allocation characterized in the proposition remains the unique, pure-strategy equilibrium
allocation. But there may be equilibria in which the defender mixes.

11



force allocation issues (e.g., Tukey 1949, Blackett 1958, Shubik and Weber 1981). The
classic blotto game is a two-actor, zero-sum game in which players I and I/ compete on
N independent battlefields. Player I has F; units of force to distribute among these
battlefields, and player IT has Fy;. If I allocates r¥ to battlefield k and IT allocates r%;, I
receives a payoff of pi (7%, 7%,) in the ensuing battle and 11 gets —py(r¥, 7%;). The players’
total payoffs are the sums of their battlefield payoffs. When the basic allocation game is
zero sum, it is also a blotto game. If, for example, the defender’s loss if a site is destroyed
equals the attacker’s gain, i.e., if L; = A; for all sites j, then the defender’s loss at j if it
allocates r; and the attacker “allocates” «a; is L;0;(rj)a; = A;j0;(r)ay.

But the basic allocation game is generally not zero sum and therefore not a blotto
game. The defender and attacker’s payoffs are not diametrically opposed if, for example,
they rank the sites differently. Suppose more concretely A;01(0) > A362(0) but L19,(0) <
L1d5(0), then attacking site 1 maximizes the attacker’s payoff but does not minimize the
defender’s. Indeed, even if the the attacker and defender rank the sites in the same order
(i.e., L; > L; < A; > A;), the game will not be zero sum unless the defender and attacker
put precisely the same relative weights on the sites (i.e., L;/L; = A;/A;).

Relaxing the zero-sum assumption is important for two reasons. First, assuming that
the terrorist’s gain equals the defender’s loss may not sound very demanding intuitively.
But its formal equivalent — that the actors’ put the same relative weights on the sites —
seems much more demanding and less substantively appealing. Still more fundamentally,
some situations simply cannot be modeled as zero-sum games. Indeed, neither the case
in which threats have non-strategic components nor the case in which the defender is
uncertain of the attacker’s payoffs are zero sum.

Why does the defender minmax the attacker in the basic allocation game even though
it is not a zero sum? Observe that regardless of how the defender ranks the sites, the
optimal use of the defender’s resources is to protect only those sites that will be attacked.
These are the sites offering offer the attacker the highest expected payoff and allocating
resources solely to them has the effect of minimizing the attacker’s maximum payoff.

The emphasis in this analysis is on the defender’s allocation. But it is useful to specify

12



the attacker’s equilibrium strategy @ given the optimal allocation 7. Let T4(7) be the set
of sites gives the attacker its highest payoff at 7. That is, T'(7) is the set of pure-strategy,
best replies to 7 Tu(7) = {k : Ardr(Tx) = max{A161(71), ..., ANOn(Tn)}}. Then the
attacker’s payoff to striking any site in T4 is the same as its payoff to striking any other
site in T4 and higher than its payoff to going after any site not in 7. This implies that
the probability the attacker strikes any site j ¢ T4 is zero, a; = 0.

As for the probabilities of striking sites in T4, 7 must minimize the defender’s expected
loss L(r, @) against the attacker’s strategy a if 7 is to be an equilibrium strategy. This
requires the defender’s marginal returns to investing in these sites be the same: 0L/0r; =
OL/Or; for all i, j € Ta.” These first-order conditions imply &; L1067 (r1) = a;L;05(r;) for
J € T4. Adding the @;’s for j € T4, and using the fact that the probabilities of attack

1
7 Lo/ Lnéi,J) . Corollary 1 summarizes these results:

add up to one give a; = (Z J

neTa(
COROLLARY 1: The attacker’s strategy in the generically unique equilibrium is to attack
site j € Ta(F) with probability 8; = (5, ez, Li0}(7) /Ln%(?n))l.

It follows that the probability of an attack on a site increases as that site becomes
harder to defend. As this happens, the defender as shown above spends more on that
site and necessarily less on the other sites. Because this site is both harder to defend and
more is being spent on it, the marginal effect any additional investment has on reducing
the probability that an attack on this site will succeed is lower. Given this lower marginal
effect, the defender’s larger investment in this site will only be optimal if the site is more
likely to be attacked which raises the marginal expected gain from trying to protect this

site enough to rationalize the defender’s higher level of spending.!’

?  These equalities presume 7; > 0 and 7; > 0 for all 4,5 € T,y . If 7, = 0 for some k € T,

then oy, may be positive and the marginal condition needed to rationalize 7 is that the
defender cannot profitably shift resources from j to &, i.e., OL/0r; > OL/0ry.

10" Formally, suppose the initial equilibrium allocation is 7* and ¢, shifts to d; where
dj(r1) > 07(r1) and d;(0) = 6;(0). Then at r* and the new equilibrium allocation 7 define
2 = L101(r}) /[ Ly0y.(r})] and Z = Lyd}(Z1)/[ L0, (T%)] for k& > 1, and observe that af =
zraf, @y = Zpay, and Z; < z;. Summing the probabilities gives 1 = af (1+Y,., 21) =
ay (1 + Zk>1 /Z\k) which implies ap > OéI.

13



Border Defense, Counter-Terrorist Operations, and Intelligence

In addition to defending individual sites, the United States is attempting to “harden”
its borders by making it more difficult for terrorists to enter and operate in the country.
The United States also engages in significant counter-terrorist operations throughout the
world. And, good intelligence is seen to be critically important to disrupting terrorist
attacks. Indeed, “intelligence and warning,” “border and transportation security,” and
“domestic counter-terrorism” are three of the six critical mission areas specified in the
National Strategy for Homeland Security (White House 2002). This section examines the
trade off between defending individual sites as in the basic framework above and allocating
resources to border defense, intelligence, or counter-terrorist operations.

The key to introducing this trade off into the baseline model is that investing in these
activities lowers the probability of a successful attack on all of the sites whereas investing
in defending some sites only helps protect those sites. These activities “tend to reduce the
overall level of risk without having to know in advance what the targets are, while also
complementing site defenses” (O’Hanlan et. al. 2003, 2).!' These activities also present
a puzzle.

Consider border defense. Given the difficulty of securing the borders, it might seem
that the marginal gain from investing more in border defense is likely to be very small
and less than the marginal gain from spending that money on hardening, say, a nuclear
power plant or a chemical facility. If so, why allocate anything to border defense? Would
it not be better to devote everything to site defense? But surely spending nothing on
border defense cannot be the right thing to do.

The analysis below explains why spending on activities that protect all of the sites
but have a low marginal return makes sense. The defender’s optimal allocation does
equate the marginal gain from investing in border defense with the marginal gain from

site defense. But as the analysis of the baseline case shows, any additional spending on

11 Assuming that border defense, intelligence, and counter-terrorist operations protect

all sites and, in the formalization below, protect all sites equally is clearly a tremendous
simplification and at best a first approximation to be refined in future work.
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site defense must be spread across multiple sites in order to keep the attacker’s payoff to
striking any one of these sites equal to its payoff to hitting any other site. Consequently,
the marginal gain to site defense depends on the number of sites being defended and
decreases as that number increases. Indeed, if the number of defended sites is quite large,
the marginal gain to additional spending on site defense is very small and eventually
equal the marginal gain to border defense even if the latter is also quite small.

The allocation algorithm leading to these results is also closely related to the algo-
rithm that yields the optimal allocation in the baseline case. Suppose that the defender
allocates all of its resources to border defense and none to site defense. (To ease the
exposition, “border defense” will be used broadly to include counter-terrorist and intel-
ligence activities as well.) Then the attacker would strike the site that offers the highest
expected payoff given this allocation. If, therefore, the defender wants to hedge by ded-
icating some of its resources to site defense, it should spend them on that site. But the
more the defender takes out of border defense and spends on that site, the harder that
site becomes. Eventually attacking that site will be no more appealing than going after
what was originally the second most attractive site. If at this point the defender wants
to invest still more in site defense, it must devote those additional resources to protecting
both of those sites. At some point the payoff to attacking either of those sites will be the
same as that of attacking what was originally the third most attractive site. The defender
must divide any further spending on site defense to those three targets. As the defender
shifts more and more resources from border defense to site defense, it has to spread the
latter over more and more sites. The optimal division of resources between border and
site defense occurs when the marginal gain from allocating more to site defense is just
offset by the marginal loss of spending less on border defense.

To incorporate border defense in the basic framework formally, suppose that the de-
fender has to decide how much to direct to the N individual sites and to border defense
which has a low marginal return but protects all of the sites. The probability that an
attack on a site succeeds now depends on the resources allocated to that individual site

and to border defense. More specifically, the probability an attack on j succeeds is the
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probability that the terrorist group penetrates the border times the probability of a suc-
cessful attack on j given that the terrorists reach that site. In symbols, the probability
that an attack on j succeeds is 0;(r;)3(b) where 8(b) is the probability that the terror-
ists penetrate the border if the defender allocates b to border defense. This probability
decreases as more resources are spent on border defense with diminishing returns (8" < 0
and 3" > 0). Formalizing the notion that it is much easier to protect one site than secure
the entire border, if the defender had only had one site to protect, it would always do
better by spending on that site rather than on border defense: d3(b —r;)d;(r;)/0r; <0
and 0B(b — r;)0;(r;)/0r? > 0 for all j. The defender’s and attacker’s payoffs are then
L((r,b),0) = SN, Ly B(b)6, (1) and A((r,b), @) = SN, AnB(0)0,(ry). As before,
the terrorist group attacks sites offering the highest expected gain which are those j
such that A;0,(r;)5(b) = max{A10:(r1)5(b), ..., ANIn(rn)B(b)} where (r4,...,7n,b) is
defender’s allocation.

As will be seen, the same fundamental formal approach can be used to characterize
the defender’s optimal allocation when the defender can invest in border defense, faces
threats with non-strategic components, or is uncertain of the terrorist’s priorities. The
intuition underlying this approach is also straightforward. The algorithm derived in the
baseline case can be used to define a curve through the space of possible allocations
where movement along the curve defines the fundamental trade off the defender faces in
the particular substantive case: spending more on border defense and less on site defense,
more on the strategic component of the threat and less on the non-strategic component,
or more to protect against one type of terrorist and less on any other. The equilibrium
allocations lie along the curve where the marginal gain of spending more is just offset by
the marginal loss of spending less.

In the case of border defense, take allocation r = (rq, ..., rn) with Z;V:l r; < R to
be a point in RV at which the defender is spending o = Zj\;l r; on site defense and
b = R — o on border defense. Now define the curve P through RY parameterized
by o € [0,R]. At Pg(c), the defender spends o on site defense with those resources

optimally allocated against the attacker. That is, r(o) is the unique allocation that
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minimizes Ma(r|o) = max{A101(r1), ..., ANOn(rn): 11+ -+7n < 0} and can be found
with the algorithm used to solve the baseline model.

We can now think of moving along Pp from Pg(0) to Pg(R) as the allocations that
result from the defender’s spending less on border defense in order to spend more on
site defense while being sure to optimally allocate however much it does spend on site
defense. It follows that any equilibrium allocations must lie on Pg; otherwise the resources
dedicated to site defense would not be allocated optimally. Moreover, the equilibria must
lie at critical points along Pg where the marginal gain from dedicating slightly more to
site defense is just offset by the marginal loss of spending slightly less on border defense.

Proposition 2 formalizes these marginal conditions. Observe that the defender’s ex-
pected loss at point (o) = Pg(o) given the attacker’s strategy « can be written as
Sp(o,a)B(R — o) where Sp(o,a) = Zjvzl a;L;0;(Tj(0)). Now define the attacker’s
“pseudo-equilibrium” strategy @ against any allocation 7 on Pg to be a best response
to 7 that also rationalizes the defender’s relative spending on the sites in T4 (7) where,
recall, T4(r) is set of attacker’s pure-strategy, best replies to 7. This implies a; = 0 for
all j & Ta(7), L;o}(T)a; = Li0,(T)ay whenever j,k € Ty(7) with r; > 0 and 7, > 0,
and L;0%(7)a; < L0y, (7)a, whenever j,k € Tx(7) with r; > 0 and 7, = 0. Then the
equilibrium allocations lie on Pg where 3(R — 0)0Sp(o,a)/do = B'(R — 0)Sp(o, Q).
The expression on the left is the marginal reduction in the defender’s expected loss from
spending slightly more on site defense whereas the right side is the marginal reduction
due to spending slightly more on border defense. Then:

PROPOSITION 2: The defender always plays a pure strategy in equilibrium. These alloca-
tions lie on Pg where the marginal loss of investing less in border defense just offsets the
marginal gain of spending more on site defense and is defined almost everywhere by the
marginal condition dSp(o,a)/00B(R — o) = Sp(o,a)B' (R — o) which is equivalent to:

pR-0) _ On(Tn)
B(R-0o) 2

n€TA(P)

If, moreover, 3 and §; are log convex (d*In/db* > 0 and d*In 5j/d5§ > 0), the equilib-
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rium allocation 1s unique.

Threats with Strategic and Non-Strategic Components

Some threats entail both a strategic and non-strategic component and defending against
one kind of threat also protects against the other. Chemical facilities in densely populated
areas may pose a risk because of accidents as well as terrorism. For example, the EPA
report on the risks posed by chemical accidents (Belke 2000) is now frequently cited in
connection with the dangers of terrorist attacks (e.g., Flynn 2004). Many public health
measures taken to detect and contain contagious diseases defend against natural out-
breaks as well as deliberate bio-terror attacks (Chyba 2001, 2002). Improved building
codes for tall towers can help people evacuate more quickly in the event of a fire as well
as a bomb (Dwyer and Lipton 2005). Better emergency communications and interop-
erability facilitate coordination and response to natural disasters and deliberate attacks
(Mayer-Schonberger 2003).

Recognizing these complementarities, the formula by which the Department of Home-
land security makes grants to cities and urban areas has recently begun to take the overlap
between natural disasters and terrorist attacks into account. Announcing the 2006 Urban
Areas Security Initiative grants, Secretary Chertoff explained

sometimes there are capabilities you need in a natural disaster that can also be

relevant in a terrorism-created disaster. That can involve hurricanes, it can involve

fires, which may sometimes be caused by a natural event, sometimes by a terrorist.

Therefore, capabilities such as evacuation, capabilities such as the ability to move

rescue aid very quickly, which may have some value in a non-terrorism type of case,

will be funded as long can be a demonstrable connection to a terrorism-related crisis

as well (Chertoff 2006, 7).

Although the measures taken to defend against a natural disaster and a terrorist attack
may overlap, there is a fundamental difference between protecting against a strategic
or non-strategic threat. Hardening a chemical facility does not increase the risk of an
accident at a nuclear power plant, but it may induce a strategic actor to look for other

targets and thereby increase the risk of a deliberate attack on those targets. How should

a defender allocate its resources when threats involve both a strategic and non-strategic
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component?

The answer and the way of thinking about finding the optimal allocation turn out
to be quite similar to the problem of border defense and draw heavily on the analysis
of the baseline case. Suppose that the defender completely discounts the possibility of
a terrorist attack and allocates all of its resources optimally against the non-strategic
threat. This allocation equates the marginal gain from spending a little more on site
j with the marginal gain of spending a bit more on k where these margins depend on
the chances of an accident at 7 and k but not on the prospects of a deliberate attack.
Spending a bit more or less on either site will not affect the non-strategic threat to the
other site.

But equating the margins to optimize spending against a non-strategic threat means
that a terrorists’ payoffs will generally not be equal across the sites. Suppose that the
attacker’s payoff to striking site ¢; is higher than its payoff to going after any other site.
Then this site is sure to be attacked at the optimal allocation against the non-strategic
threat. If therefore the defender wants to hedge against a terrorist attack, it has to shift
resources to t; and necessarily away from the other sites, doing so in a way that keeps
the marginal gains of protecting those other sites against the non-strategic threat equal.
As the defender allocates more resources to protecting t1, the attacker’s payoff to striking
that site decreases until some other site, say ¢, now becomes an equally attractive target
given the defender’s allocation. If the defender shifts still more resources away from
protecting against the non-strategic threat, it must begin to distribute those resources
across t; and t5 so as to keep the terrorist’s payoff to attacking either of the these sites
the same. The defender continues shifting resources in this way, having to spread them
across more and more sites, until the marginal gain of spending more on the strategic
threat is just offset by the marginal loss of spending on the non-strategic threat. These
marginal conditions define the unique equilibrium allocation.

To introduce the non-strategic component, let 77; be the probability of an “accidental,”

L.e., non-strategic, attack on site j. Then the overall probability of an attack on j is n; +
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a;(1—n;)."* This implies that the defender’s expected loss is L(r, ar) = Zjvzl L;0;(r;)[n,;+
a;(1—mn;)]. As always, the attacker strikes sites offering the highest expected payoff, i.e.,
at any site in T4(r).

As for the comparative statics, anything that increases the marginal gain of defending
sites not subject to deliberate attack (i.e., those j ¢ T4(r)) leads (weakly) to greater
spending on those sites and vice versa.!® Suppose, for example, that site & is only subject
to a non-strategic threat and will be struck with probability 7, (as ax = 0) because
the attacker’s payoff to hitting this site is lower than at other sites (k ¢ Ta(r)). If
the threat 7, increases, the marginal gain to protecting against the non-strategic threat
increases. As a result, the defender (weakly) shifts resources away from sites under risk of
terrorist attack (i.e., those j € T4(r)) and allocates those resources to guarding against
the non-strategic danger. If, alternatively, site k& were to become harder to protect at
the margin, then the marginal cost of protecting against the non-strategic threat rises
and the defender (weakly) shifts resources toward the strategic threat by spending more
on the sites in T4 (7). Finally, suppose a site subject to deliberate attack becomes more
difficult to guard at the margin or the non-strategic threat against that site 7; declines.
Then the marginal cost of strategic defense goes up, and the defender shifts resources
away from it by spending less on the sites in T4 (7). (See the proof of Proposition 3.)

As with border defense, we characterize the equilibrium allocations formally by de-
scribing a curve through the space of possible allocations. In the case of border defense,
the defender moved along the curve as it shifted resources from border defense to site
defense, optimally allocating the latter among the sites. In the present case, the defender
moves along the curve by shifting resources from defending against the non-strategic
threat to protecting against the strategic threat where the resources dedicated to each
type of threat are optimally allocated against that threat. The defender’s unique equi-

librium allocation lies on this curve at the point where the marginal gain from spending

2" The probability of no attack on j is (1 —7;)(1 — ;). So the probability of an attack

is 1 — (L —n;)(1 —a;) =n; + a;(1—mn).
13" As elsewhere, a change in the marginal gain may not lead to a reallocation if a theatened
site is unprotected at that allocation (i.e., site m enters T4(r) so 7, = 0 and «,,, > 0).
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more to defend against the strategic threat is just offset by the marginal loss of having
less to spend on defending against the non-strategic threat.

To describe this curve analytically, suppose that the defender completely discounts the
strategic threat. The resulting allocation v equates the marginal benefit to protecting a
given site against the non-strategic threat with the marginal benefits of protecting any
other site. That is, v satisfies three conditions: (i) 1;L;05(v;) = 1), L0} (vx) whenever
v; >0 and vy, > 0, (i) 7,L;05(v;) < 1, Lm0y, (vm) whenever v; > 0 and vy, = 0, and (iii)
vy +---+vy =R.

The path P, begins at v, and a point is on the path P, if and only if the resources
guarding against the non-strategic threat are optimally allocated against that threat and
those devoted to the strategic threat minimize the attacker’s expected payoff. In symbols,
r € P, if and only if conditions (i) and (ii) hold for all sites not in 74(r). These conditions
guarantee that resources devoted to the non-strategic threat, i.e., to j ¢ T(r), cannot be
profitably reallocated among those sites. As for the resources dedicated to the strategic
threat, the definition of Ts(r) ensures that the resources spent on these sites minimize
the attacker’s payoff over these sites.!* Finally, identify a specific point on the path with
the amount of resources dedicated to the strategic threat. That is, P,(c) is the point
r € P, such that Y ;p . 7; = 0 where o is defined over the interval o € [0, 5] with
a=> jeTa() Vi and @ = R. As the defender moves along P, it is effectively changing
the mix between the strategic and non-strategic threat but optimally allocating however
much it dedicates to each of these separate threats.

To identify the unique equilibrium allocation where the marginal gain from allocating
more to the strategic threat is just offset by the marginal loss from dedicated less to
the non-strategic threat, define the defender’s expected loss from guarding against the

strategic threat at r = P,(c) to be Ls(0, ) =3 1, (o)) L35 (r(0))[n; + (1 —n;)] and

4 Fix the set of sites in T4(r). Then the optimal allocation of the resources o =
> jera(ry T across these sites minmizes the attacker’s payoff max{A;d;(r;): j € Ta(r)}.
But, A;0;(r;) = Agdg(ry) for all j,k € Ta(r) by construction. So, any reallocation 7 of
o across Ta(r) must give fewer resources to at least one site n. However, 7, < 7, im-
plies 4,0, (7)) > Andn(rn) = max{A;0;(r;) : j € Ta(r)} and consequently that 7 is not
an optimal allocation of o.

21



from the non-strategic threat to be Ly (0, ) = >, o7, (r(0)) Ln0n(1n(0)) [0, + an(1 —1,,)].
The defender’s expected loss can now be written as is L(r(0),«) = L,(0,a) + Ls(o, @).
Then the unique equilibrium allocation is either at one of the endpoints of the path, v
or P,(R), or satisfies —0L,(0,a)/0c = OLg(0,a)/0o where a is the attacker’s “pseudo-
equlibrium” strategy at r. That is, a is the best-response to r that also rationalizes the
defender’s allocation across the sites in Ta(r), i.e., & satisfies [n; + a;(1 — ;)] L;05(r;) =
() + ar(1 — n,)] L0 (%) for j,k € Ta(r). Proposition 3 collects these results.

PROPOSITION 3: The defender always plays the same pure-strategy in any equilibrium
of the game. This allocation lies on P, where the marginal loss of spending less on the
non-strategic threat just offsets the marginal gain of spending more on the strategic threat
and is defined almost everywhere by —0L,(c,a)/0c = OLg(o,a)/0c which is equivalent
to:

-1

- 1 1
nLidF) = Y — > TN (] —
kETA(7) L=, kETA(T) Lkék(rk)(l nk)

for any j ¢ Tx(7) for which 7; > 0.

Uncertainty about the Attacker’s Preferred Targets

The previous discussion assumed that the defender knows how the attacker ranks
potential targets. But the defender may actually be uncertain about the targets that a
terrorist group would most like to strike. How should a defender allocate its resources in
the face of this uncertainty?

We simplify matters here by assuming that the defender is unsure whether it is facing
one of two possible types of attacker, v and 7. These types may get different payoffs
from attacking a particular site and may even rank the sites in a different order. Attacker
~ might, for example, rank a successful attack on a nuclear facility higher than on a
chemical site whereas 7 might rank the latter higher than the former.'®

The answer to the resource allocation question and the way of thinking about finding

the optimal allocation are quite similar to the border-defense and non-strategic-threat

15 See Bier, Oliveros, and Samuelson (2005) for a complementary analysis that allows

for a continuum of types of attacker but assumes that the defender only has two sites to
protect.
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problems. Suppose the defender were certain it was facing v and allocated all of its
resources accordingly. (The baseline algorithm can be used to find this allocation.) This
allocation equalizes ’s payoff to attacking across the defended sites. But it generally
is not optimal against a terrorist like 7 with different priorities. The optimal allocation
against v will usually not minmax 7 by equalizing its payoffs across all of the defended
sites.

Suppose attacking site ¢; maximizes 7’s payoff at the optimal allocation against ~.
Then the defender, if it wants to hedge against the prospect of facing 7, should shift
resources to t; and necessarily away from the other sites while keeping +’s payoff to
attacking those sites equal. As the defender dedicates more resources to defending against
7 by hardening ¢;, 7’s payoff to striking this site decreases until some other site, say ts,
becomes equally attractive. At this point allocating still more resources to protect against
7 means that the defender will have to spend those resources on both t; and 5 so as to
keep 7’s payoff to attacking them equal while at the same time keeping 7’s payoff to
attacking the other sites equal. The defender continues shifting resources in this way,
having to spread them across more and more sites, until the marginal loss of spending
less on defending against ~y just offsets the marginal gain from allocating more to defending
against 7. These marginal conditions define the unique equilibrium allocation.

To formalize the defender’s uncertainty and the argument as a whole, suppose that
the defender believes that it is facing ~ with probability ;1 and 7 with probability 1 — pu.
Type 7’s payoff to a successful attack on site j is Aj- > 0 and 7’s payoff is A7 > 0.
Then the attackers’ expected payoffs are A7(r,a) = Zjvzl a;AT0(r;) and A7(r,¢) =
Z?f:l ¢;A7d;(r;) where o and ¢ are ¥’s and 7’s strategies. The defender’s expected loss
is L(r,a,6) = YO lnay + 651 — p)]L;d(ry).

The comparative static results parallel those in the case of threats with non-strategic
components. Anything that increases the marginal gain to defending against one type
induces the defender to spend (weakly) more guarding against that type. If, for example,
the defender is more confident it is facing v (u increases), the defender spends (weakly)

more on the sites v threatens (the j € 7,(r) which are the sites offering ~ its highest
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payoff). Similarly, if a site v threatens becomes harder to protect at the margin, the
defender shifts resources away from defending against v and invests more in protecting
against 7 by reallocating from sites in 7, (r) to sites in T5(r).

As before, we characterize the defender’s equilibrium allocation by describing a curve
through the space of possible allocations. In the case of border defense, the defender
moved along the curve by shifting resources between border defense and site defense while
optimally allocating the latter among the sites. In the case of threats with non-strategic
components, the defender moved along the curve by shifting resources between defending
against the non-strategic and strategic components threats where the resources dedicated
to each type of threat are optimally allocated against that threat. In the present case,
the defender moves along the curve by shifting resources between their optimal allocation
against v and against 7. The defender’s unique equilibrium allocation lies on this curve
at the point where the marginal loss of having less to spend on defending against v just
offsets the marginal gain from dedicating more to defending against 7.

To specify the path, let g and ¢t be the defender’s optimal allocation if it were sure
that it was facing v or 7 respectively. Then a point is on the path P, from g to ¢ if the
defender is allocating all of its resources against the sites that offer v or 7 their highest
payoffs. That is, 7 € P, if and only if ZjeTv(?)uTT(?)?j = R. Parameterize movement
along P, in terms of o, the resources the defender allocates against 7, by defining P, (o)
to be the point r € F; where 0 = 3, . . r; for 0 € [0,7] with ¢ = >, ()7 and
0= ZjeTT(t) r; = R.

Clearly any equilibrium allocation must lie on Fy. If ' ¢ Fy, then 37 q. (nor, (o 75 <
R. Consequently, there exists a site k£ such that 7, > 0 and k ¢ T, (r") U T (7). Thus,
neither v nor 7 attack k with positive probability, so the defender can profitably deviate
from 7’ by reallocating r}, across the sites in T, (") U T, (1").

The equilibrium on P, is the allocation at which the marginal loss of spending less on
guarding against by increasing o just offsets the marginal gain to defending against 7.
To characterize this allocation, take the defender’s expected loss from defending against

v and 7 at any 7 = Fy(0) to be L,(0,0) = U icr, o)1 7oy %Li0i(T(0)) and
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Li(o,¢) = (L= 1) X jer, 7oy 95L30;(7j(0)) where Ta(r) = T,(r) U T:(r). Combining
these payoffs gives the defender’s total payoff L(r(0),a) = L,(0,a) + L;(0,«). Then
the equilibrium allocation is either at one of the endpoints, P,(c) or P,(7), or satis-
fies 8LT(0,$) /0o = —0L,(0,@)/0c where & and ¢ are y’s and 7’s pseudo-equilibrium
strategies. This leaves:

PROPOSITION 4: The defender always plays the same pure-strategy in any Bayesian-Nash
equilibrium of the game. This allocation lies on P, where the marginal loss of spending
less on defending against v just offsets the marginal gain of spending more protecting
against T and is defined almost everywhere by 0L, (0, ¢)/0oc = —0L.(0,Q)/0c which is
equivalent to:

-1 -1

1 1
A=m| X Loty | —F 2 L0 ()

neTy (r)

Conclusion

Protecting the country’s critical infrastructure from a terrorist attack is an immense
challenge. Although the United States is spending billions on this effort, resources are
scarce when compared to the number of possible targets. The country cannot completely
protect everything and choices have to be made about what to defend and how much to
spend on trying to defend it. One of the central recommendations of the 911 Commission
was that these decisions “should be based strictly on as assessment of risks and vulner-
abilities,” (2004, 396) and Secretary Chertoff has repeatedly emphasized the importance
of a risk-management approach throughout his tenure. To this end, the Department of
Homeland Security is developing a National Asset Database of critical infrastructure and
key resources (CI/KR) and an accompanying methodology “that will allow the prioriti-
zation of CI/KR assets necessary for the optimal allocation of finite CI/KR protection
resources” (DHS 2005, 125). But this risk-management approach appears to treat terror-
ists as only partially and not fully strategic actors. This is likely to lead to a significant
misallocation of resources even if the distortions of pork-barrel politics can be overcome.

This paper offers a framework for analyzing the defender’s allocation problem in a

baseline case and three substantively different extensions. The framework shows that
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these problems share a common formal structure and that we can think about the allo-
cation problem in each of them in a broadly similar way. A strategic adversary deciding
where to attack attempts to strike where the defender is weak and the expected gains are
large. Anticipating this, the defender tries to minimize the attacker’s highest expected
payoff. But as the defender invests more in protecting the sites offering the attacker its
highest payoft, the payoff to striking those sites declines and eventually other sites be-
come equally attractive. At this point, the defender has to begin to devote resources to
protecting those sites as well. As the defender allocates more and more to site defense, it
must spread those resources across a larger and larger set of sites. The defender continues
in this way until it has fully allocated its resources.

This algorithm defines the optimal allocation if the sites are independent and the
attacker only has to decide how much to invest in hardening each site. The algorithm
also highlights a key contrast between treating actors as fully or only partially strategic.
If a site becomes harder to defend and an adversary is assumed to be only partially
strategic, the defender would generally spend less on that site. Against a fully strategic
actor, however, the defender spends more in order to equalize the payoff to attacking this
site with the payoff to attacking the other defended sites.

In the cases of border defense, threats with non-strategic components, and uncertainty
about the attacker’s priorities, the baseline algorithm case can also be used to trace a
curve through the space of possible allocations where movement along the curve reflects
the fundamental trade off defining the substantive case: spending more on border defense
and less on site defense, more on the strategic component of the threat and less on the
non-strategic component, or more to protect against one type of terrorist and less on
the other. The equilibrium allocations lie along the curve where the marginal gain of
spending more is just offset by the marginal loss of spending less.

This conceptualization leads to the relevant comparative statics. Anything increasing
the marginal gain of moving along the curve in one direction induces the defender to
move in that direction. If the risk of a non-strategic “attack” — a natural disaster or an

accident — increases, the defender allocates more against to guarding against this type of
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threat and less to defending against the prospects of a deliberate attack. If the defender
is uncertain about its adversaries priorities but becomes more confident that it is facing

one type of terrorist, the defender allocates more to the sites this type would strike.
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Appendix

Proof of Proposition 1: Observe first that equilibria always exist and that the defender
always plays a pure strategy in equilibrium. This follows from the fact that the defender’s
set of pure strategies and the attacker’s set of mixed strategies are nonempty, convex,
and compact. Each actor’s payoff, —L (r,a) or A(r,«), is also continuous in 7 and «
and quasiconcave in each actor’s own strategy. This ensures that an equilibrium exists
in which the defender plays a pure strategy (Fudenberg and Tirole 1991, 34). In fact,
the defender’s payoffs are strictly concave which ensures that it never plays a mixed
strategy in equilibrium. For the defender to mix, it must be indifferent between the
strategies over which it is randomizing. But concavity implies that it would strictly
prefer a convex combination of these strategies and thus that the defender would have a
profitable deviation from the mixed strategy.

To pin down the defender’s equilibrium allocations, the algorithm described above
clearly yields an allocation 7 that minimizes M4(r|R). The discussion in the text after
the proposition also establishes that 7 is an equilibrium allocation by finding an & such
that (7, @) is an equilibrium. What remains to be shown is that 7" is the unique allocation
that minimizes M4(r|R) and that the defender always plays 7 any equilibrium.

To see that 7 uniquely minimizes M4 (r|R), suppose r* # 7. Then there exists a site
j that receives fewer resources in r*, i.e., 7; > 5 > 0. But 7; > 0 means A;0;(7;) =
M4(T|R), and 75 > 7} implies Ma(7|R) < A;0;(r;) < Ma(r*|R). Hence, r* does not
minimize M(r|R).

Now suppose r* # 7 is an equilibrium allocation. Then there must exist an a* such
that (r*,a*) is an equilibrium. The fact that r* # 7 implies M4 (r*|R) > Ma(7|R). It
follows that there exists some site j such that 75 > 0 and A;0;(r}) < Ma(r*|R). But any
of the attacker’s best replies to r* only put positive probability on the sites that offer
the highest payoff, i.e., those k for which Agdx(r;) = Ma(r*|R). Hence, o = 0 in any
best reply a* to r*. The defender then can profitably deviate from r* against any best

reply to it by reallocating resources away from j. Consequently, r* is not an equilibrium
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allocation. W

Proof of Proposition 2: Observe first that L is strictly convex.in (r,b) for a fixed «.
(Algebra shows the Hessian is positive definite given 0°B(b — 7;)d,(r;)/0r? > 0.) The
argument at the start of the proof of Proposition 1 then ensures that equilibria exist and
that the defender never mixes in equilibrium.

To establish that all equilibrium allocations lie on Pg, suppose 7 ¢ Pg is an equilibrium
allocation. Then 7, > 0 for some k ¢ T4(7), and the defender can clearly profitably
deviate from 7 by reallocating 7 across Ta(7).

Given that the defender only plays pure strategies in equilibrium, these exist, and must
lie on Pg, the only remaining task is to characterize the equilibrium allocations along Pg.
Begin by noting that the marginal gain from investing in site defense dSp(o,@)/do is
well defined along Pg except possibly at the finitely many point where the defender starts
to allocate resources to an additional site. To see that this is so, say that j becomes a
target by entering Ty at r(c) € Pp if j € Ta(r(0)) and j ¢ Tx(r(0)) for o < 7. Because
there are only finitely many sites, there are only finitely many points along Pg at which
sites become targets. Let E be this set.

Then 0Sp(o, @)/0o is well defined at Pg — E because the a are well defined. Consider
a7 = Pp(0) € Pg — E. Then there exists a neighborhood around & such that the sites
that maximize the attacker’s payoff are the same, i.e., T4(r(c)) = Ta(7). This means
that when summing over the elements of T4 (r(¢)) in the neighborhood of @, the set of
sites over which the summation is taken does not change.

This fact ensures that the “pseudo-equilibrium” strategy « is well defined at o where,
recall, a pseudo-equilibrium strategy is the best reply to 7 that also rationalizes the
defender’s relative allocations across the sites in T4 (7). Because no site enters T4 at 7,
7; > 0 and 7, > 0 and therefore a;L;0(7;) = QpLyd), (7)) for all j, k € Ta(7). The
discussion preceding Corollary 1 establishes ay, = (ZHETA(?) L0,/ anﬁl) 1 for k € T(7)
and oy = 0 for k ¢ T4(7). Indeed, with 7; > 0 and 7, > 0 for all j, k € T4(7), @ is the

unique best response to 7 that rationalizes the defenders allocation across T4(7).

With @ defined, 9Sp(0,@)/00 is well defined and equals >, a; L;0%(5)dr; /do
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where recall & is the amount of resources allocated to defending sites in T(7). Be-
cause >y cr 775 = 05 D_per, ) Arj/do = 1. Substituting for a; gives 0Sp(0,a)/do =
(ZneTA(?) [LnfslrL(?n)]_l) h 2kery(r) drj/do = (ZneTm [Ln%(?n)]_l) -

Now consider a 7 = Pg(0) in E. Because a site, say e, enters T4 at o, the summations
in the expression for 0Sp(o,a)/do for ¢ € (7,0 + ¢) and for o € (7,6 — ¢) are taken
over different sets. (Only one site enters because the values of L;0;(0) are assumed
to be distinct.) The continuity of the individual terms will therefore not ensure the
continuity of the sums, and dSp(d,@)/do~ = lim

equal 0Sp(0,a)/dot =lim,__+ 0Sp(7,a)/do.

g—0

- 0Sp(o,a)/0do will generally not

T—0

To finesse this issue, take X to be the correspondence from points on Pg into R

where X (o) for 7 = Pp(0) is the closed interval between 6,(T,)/0(1,,) and

nETA(F
> neta@® (e 0n(Tn)/05(7,) where the second summation is over the) elements of T4(7)
less an entering site if there is one. Of course, sites can only enter at the finite points in
E, so X(0) is simply a singleton at all 7 € Pg — E.

Then any 7 = Pg(0) is an equilibrium allocation if and only if 3(R —7)/8'(R —7) €
X (7). Suppose, first, that 7 ¢ E. L’s strict convexity ensures that an allocation minimizes
L if it satisfies the relevant first-order conditions. Because no site enters at 7, ; > 0 for j €
Ta(7) and 7; = 0 otherwise. Hence, 7'is a best reply to @ if and only if OL(7, @) /0r; = 0 for
j € Ta(7) where OL(7, Q) /0r; = Q;L;8(7;) B(R—8) — Sh_ @nLn6,(70) ' (R—35). (Recall
that the resources dedicated to border defense are implicitly defined by b = R — ny:l Tn
which also means b = R — 0. The other marginal conditions L(7,@)/0r; > 0 hold
trivially at j ¢ T4(7) as a; = 0.)

Because no site enters 7, X (o) is a singleton and 3(R —o)/8 (R — ) € X(0) if and
only if B(R—7)/B'(R—70) = 3 ,cr, s 0n(7n)/0,(7n). This can be rewritten as 5(R —
7) (Srera L0 F) = B (R Coeryn (Sheraml L@l ™) 0u(7) /5470
The expressions for a; finally yield &ij(S;-(?j)B(R —0) = ZnN:1 aL,d,(7) 3 (R — 0)
for all j € T4(7). Hence, OL(r,a)/0r; = 0 for j € T4(7), and (7, @) is an equilib-
rium. Note further that 5(R — 5) (Lyer, s [Lkagc(?,f)]l)l — B(R — 6)3Sp(5,4) /00

and B'(R = 0) 3 er, ) <ZkeTA(?) (L0}, (?k)Tl) 0n(Tn)/0,,(T0) = B'(R — 7)Sp (7, Q).
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Now turn to any 7 = Pg(c) where a site e enters T4(7). Then 7. = 0 and 7; >
0 for all j € Ty(r) and j # e. Consequently, the marginal conditions required of
r; for j # e and 7. are slack since the defender cannot transfer resources from e to
some other site. The effect of this is that when one solves for @; by summing over
the marginal conditions that hold with equality, the total is now 1 — @, and leaves
& = (1—a.) (Znenw oy Lidi(7)/ [Ln(s;(?n)])_l. As for @,, it must lie in the range
[0, @] where @, satisfies a;L;0%(7;) = @.Lc0,(0). This and the expression for &; mean
@.L.0L(0) = (1—a.) <Zn€TA(?)_{e} [Lnéil(?n)]1>l. It is straightforward to show that 7
is a best response to one of these @, if and only if 3(R —7)/8'(R — o) € X (7).

Finally, if the 8 and d; are log convex, d*In 8/db* > 0 and d?In 5j/d5§ >0, 3'/8 and
8’/0; are increasing. So, 3(R — o)/ (R — 0) is increasing in o and X (o) is decreasing,
and their intersection is unique. W
Proof of Proposition 3: The argument in the proof of Proposition 1 again ensures that
equilibria exist and that the defender never mixes in equilibrium. To show that any
equilibrium allocation must lie on P,, suppose the contrary. Then there would be an
equilibrium allocation 7 ¢ P, such that one of the following two conditions does not
hold: (i) L;0%(7;)n; = Li0y(Tk)ny, whenever 7; > 0, 7, > 0, and j, k ¢ Tx(7) and (ii)
L5 (T5)n; < Lindy, (Tin)n,,, whenever 7 > 0, 7, = 0, and j,m ¢ Ta(7). If the set of sites
not in T4 (7) is empty or a singleton, these conditions are satisfied trivially, so 77 would lie
on P,. This implies that there must be at least two distinct sites j,k ¢ Ta(7) at which
at least one of the previous conditions does not hold. But if either (i) or (ii) does not
hold, then the defender can clearly reduce its expected loss by reallocating its resources
between j and k. This contradiction leaves 77 € T'x(T).

It remains to characterize the equilibrium allocation on P, and show that it is unique.
The marginal gain from investing slightly more in defending against the strategic threat
OLE(0,Q)/d0 is well defined along P, except possibly at the finitely many points where
sites enter T4. As before, let E be this set along with the two endpoints P,(¢) and P, (7).

Then 0Lg(0,@)/00 is well defined at P, — E because @ is well defined in a neighborhood

of 0. Because @ is a best response to 7, a; = 0 for all j ¢ T4(7). As for the j € T4(7),
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rationalizing the defender’s relative allocations across the sites in T4 (7") means satisfying
the marginal conditions L;0(7;)[n; + &;(1 — ;)] = L0y, (73) [0y, + ar(1 — n,,)] for all j,
k € Ty(7). (That 7 € P, — E means 7; > 0 for all j € T4(7) as ; = 0 for j € T4(7) can
only happen when 7 enters T4. And 7; > 0 implies that condition (i) holds for all sites
in T4.)

Solving these equations for @; in terms of @y, summing the &; over T4(7"), using the fact

that the sum equals one, and rearranging terms yield 7, +a;(1-7;) = (ZkGTA(T(U)) (1-— nk)_l)

(Zkeratrion L0/ Lidk(1 = m,)])
Ta(7(0)).
With @ defined, dLs(c,a)/0o is well defined and equal to > .., [ + @5(1 —

1
for j € Ta(r(0)) and, of course, a, = 0 for n ¢

1;)|L;05(7;)dr; /do where recall G is the amount of resources allocated to defending sites in

Ta(7). Substituting for @; leaves 0JLg(o,a)/00 = <Zk€TA(T(U))(1—77k)_1>
-1

(Stetaoop L0/ L0 =n0)))  Siery @/do. Bt Sier,p®y = 8 so

Sien@/de = 1 and 0Ls(E@)/00 = (Siereen(1—m) )

(Shernoion B0k = m)I™) = [+ 84(1 = 1)) Ledy(Fi) for amy 7 € P, — E and
ke T(r).

Now consider a 77 = P,(7) in E but not an endpoint. Because sites enter Ty at 7, the
summations in the expression for 0Lg(o, &) /0o for o € (6,0+¢) and for o € (7,0 —¢) are
taken over different sets. The continuity of the individual terms will therefore not ensure
the continuity of the sums, and dLg(c,a)/do~ = lim, - 0Lg(o,a)/0c will generally
s+ 0Lg(o,@)/00.

o—0

not equal 0Lg(7,a)/0ot = lim

As before, finesse this issue by filling the gap between these limits by defining Y to
be the correspondence from points on P, into R where, except at the endpoints of P,,
Y (@) is the closed interval between 0Lg(d,@)/do~ and 0Lg(c,@)/do*. (This interval is
simply a single point at all 7 € P, — E.) At the endpoints, define Y (¢) = dLg(a,a)/do™
and Y (o) = 0Ls(7,a)/00~.

Turning to the marginal loss from investing slightly less against the non-strategic
threat at 7(c) € P, — E, 0L,(0,0)/00 = 3,07, 1,;L;05(7; (0))dr;/do where the total

resources dedicated to non-strategic defense are > ¢ () 7; = R — 0. By construction,
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1;L;05(7;) = 0y Ly0},(Ty) whenever r; > 0, 7, > 0, and j, k ¢ T4(7). This and the fact that
> jerar drj/do = —1 give OL,(0, @) /00 = —n, L0, (7y) for any ry, > 0 with & ¢ T4(7).
This expression for 0L, (o, a)/0do does not involve summations and we can simply take
OL,(0,a)/00 at 7(5) € E to be —n, L,0.(7}) for any 7 > 0 with k ¢ Ta(7).

The correspondence Y (o) and —0L,(0,a)/0c intersect at most once. Observe first
that the —OL,(0,a)/00 = 1, L0, (T%) is strictly decreasing in o because dry/do < 0
and ¢}, > 0 for all k. The correspondence Y is strictly increasing, i.e., if o/ > o, then
minY(¢’') > maxY(c). Again, §, > 0 for all k¥ implies that that all of the terms in
the second summation in the expression for dLg(o,@)/0do are decreasing. These terms
are also negative so summing over more terms reduces the sum still further. Hence, the
inverse of the sum is increasing. The first summation is also weakly increasing as it jumps
up when more sites enter 74. Because Y is increasing and —0L, (o, @)/0o is decreasing,
they intersect in at most one point along P,.

If this intersection occurs at 7 = P,(0) € P, — E, T is an equilibrium allocation as
there exists an «, namely, @, such that (7,@) is an equilibrium. By construction, &
is a best response to 7. To see that 7 is a best response to @, observe 6. > 0 for all
n ensures that 7 is a best reply if it satisfies the requisite first order conditions. By
construction, those are satisfied at any j,k € T4(7) and at any j,k ¢ Ta(7). Further,
OLs(0,0)/00 = —0L,(0,a)/0c implies [0, + ar(1 — ny)] L0y () = 1;L;05(7;) for any
Tk > 0 with k € T4(7) and 7; > 0 with j ¢ Ta(7).

If Y and —0L,(0,@)/Jo intersect at some 7 = P,(¢) € E, the marginal conditions
between sites in T4(r’) and in N — T4 (r’) cannot be satisfied at any 7’ = 7. The defender
could always profitably reallocate its resources between the strategic and non-strategic
threats, so these points cannot be equilibrium allocations. This and the fact that an
equilibrium exists means that 7 is an equilibrium allocation. And, clearly, if Y and
—0L,(0,a@)/0c do not intersect, the existence of an equilibrium implies one endpoint or
the other is the unique equilibrium.

To sketch the comparative-static results, an increase in 7, or &) for k ¢ Ta(r) shifts

15 Lr0}, (%) down and weakly moves the intersection to the right. An increase in §’; for
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J € Ta(r) shifts Y up and weakly moves the intersection to the left. B

Proof of Proposition 4: The proof closely parallels that of Proposition 3 and will only be
sketched. As before, an equilibrium in which the defender is playing a pure strategy is
sure to exist, and any allocation satisfying the relevant first order conditions also meets
the second order conditions. Any equilibrium allocation must clearly lie on P.

To characterize the equilibrium allocation on P, and demonstrate that it is unique,
take E to be the two endpoints, P,(¢) and F,(7), and the set of points points where
sites leave T, or enter T,. Then the partial derivatives 0L, (o, @)/0o and 8LT(U,gAb) /0o
are well defined at any (o) € P, — E because the a and EE are well defined with

8, = 0 for j ¢ T0r(0). & = (Soersoioy Lot/ [Ladl(r)]) for j € T,(r(o))
?&j =0 for j ¢ T,(r(0)), and ?q;j = (ZneTT( L. 5’( )/[Ln%(?“n)])_ for j € T, (r(0)).

Substituting for @ and ¢ in the expressions for the derivatives gives 0L, (o, @)/do =

1Y et ) Gl () /Ao = =1 (Lo, [ Ladl(ra)l ) = =i Lad(ra) and

0L (0,6)/00 = (1= 1) (e, Ladura)l 1) = (1= 1)3,Lad, (1) and for any
r € Py — E where, recall, 3, .7 )
The correspondence Z, (o) = {2 : z € [-0L,(0,a)/00t, —0L,(0,a)/00]} is strictly

decreasing in o whereas Z,(0) = {z : z € [0L,(0,¢)/00~,0L.(c,3)/0c*]} is strictly

rm=R—oand ) )T =0.

increasing. Hence, they intersect at most at one o along P.

If they do intersect, 7" = P,(7) is the unique equilibrium allocation. If 7= P,(c) ¢ E,
then 7 is clearly an equilibrium allocation. By construction, a is a best response to 7 and
the defender has no incentive to reallocate resources across T,(7) given . Similarly, 5 is
a best response to 7 and the defender has no incentive to reallocate across sites in 7. (7).
And, finally, the defender cannot profitably reallocate resources between sites in 7, (7") and
T, (7) because —0L,(0,a)/do = OL.(0,@)/do implies pa; L;0%(r;) = (1 — 1) L. (1)
for all j € T,(7) and k € T,(7).

Now suppose 7 = Py(7) € E. Then pa;L;d;(r;) > (1 — 1), L. (1) for any o < 3,
a that rationalizes 7;(o) across T,(r(0)), and ¢ that rationalizes rr(0) across sites in
T,(r(o)). The defender, therefore, could profitably reallocate resources by investing more

in protecting against 7. Conversely, pa;L;05(r;) < (1 — u)?q;nLn(S;l(rn) for any o > o,
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any « that rationalizes (o) across T, (r(o)), and o that rationalizes r, (o) across sites in
T, (r(0)). Existence then ensures that 7 is the unique equilibrium.

The comparative statics follow directly. An increase in p shifts Z, down, Z, up, and
weakly lowers the o at which they intersect. Analogous results follow if sites become

harder to defend at the margin. B
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