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SYSTEMS AND METHODS FOR SECURING In a similar way , in the interference wiretap channel , the 
WIRELESS COMMUNICATIONS unwanted interference from one transmitter degrades the 

received signal power at other receivers , reducing the effi 
CROSS REFERENCE ciency of the network in terms of secrecy rate . However , the 

5 possibility of increasing interference at Eve makes the 
This application is a non - provisional and claims priority unwanted interference potentially useful in assisting a more 

to U . S . Provisional Patent Application No . 62 / 246 , 862 filed secure communication . This idea was investigated in [ 7a ] , 
Oct . 27 , 2015 , the specification ( s ) of which is / are incorpo [ 8a ) . The effect of interference alignment in providing 
rated herein in their entirety by reference . secure transmissions was investigated in [ 9a ] and [ 10a ) . 

10 Other approaches employ special codebooks for the trans 
GOVERNMENT SUPPORT mitters to improve the secrecy in the network [ 11a ) . In some 

studies , a particular user is assumed to be eavesdropped on , 
This invention was made with government support under and the objective is to maximize the secrecy rate of that user 

Grant No . 1016943 awarded by NSF and Grant No . while satisfying a rate constraint for other users in the 
W911 NF - 13 - 1 - 0302 , awarded by ARMY / ARO . The gov - 15 network . In other words , users coordinate with each other to 
ernment has certain rights in the invention . increase interference at the eavesdropper while maintaining 

their own rate requirements . As an example , in [ 12a ] the 
FIELD OF THE INVENTION authors considered a two - user single input , single output 

( SISO ) interference channel with an eavesdropper . By 
The present invention relates to friendly jamming systems 20 jointly optimizing the transmission powers of the two users 

and methods for securing wireless communication at the ( without AN ) , the authors tried to maximize the secrecy rate 
physical layer . for one user while maintaining a given quality of service 

( QoS ) for the other user . Another example is [ 13a ] , where 
BACKGROUND OF THE INVENTION the authors study this problem in a two - tier heterogeneous 

25 downlink comprised of one macrocell and several femto 
The broadcast nature of wireless communication systems cells . In particular , the authors propose a transmit beam 

makes them vulnerable to wiretapping by a malicious eaves - forming method for the signals intended to both macrocell 
dropper . Physical - layer security ( PHY - layer security ) pro - users and femtocell users so as to maximize the secrecy rate 
vides a cost - effective solution to this problem through secret of one eavesdropped macrocell user . This maximization is 
communications that do not require a hand - shaking mecha - 30 subject to satisfying the rate requirements of all other 
nism between the communicating parties [ la ] , [ 2a ] . Several macrocell users . 
approaches in the area of PHY - layer security have been In other works , PHY - layer security was studied when 
proposed in the last decade ( see [ 3a ] and reference therein ) . users have confidential messages and there is no eavesdrop 
Among the most promising is the method of artificial noise per in the network . In other words , the transmission of one 
( AN ) , also known as friendly jamming ( FJ ) , which guaran - 35 user is not to be captured by unintended receivers . In [ 14a ] 
tees a nonzero secrecy rate for a user without knowing the a MIMO interference channel with confidential messages 
eavesdropper ' s location [ 4a ) . Secrecy rate ( capacity ) is was studied using game theory to find an operating point that 
defined as the maximum rate at which a transmitter ( Alice ) balances the network performance and fairness . The work in 
can securely transmit information to its legitimate receiver [ 15a ] considered the secrecy rate region of the interference 
( Bob ) . This rate is the difference between the mutual infor - 40 channel when users transmit AN along with their data . They 
mation between Alice and Bob , to that between Alice and an showed that by using AN , the secrecy rate region will be 
eavesdropper ( Eve ) . Basically , in the AN method , Alice uses larger than when AN is not employed . 
multiple antennas to generate AN , increasing the interfer As wireless mobile systems continue to be widely 
ence at Eve but not interfering with Bob . adopted , confidentiality of their communication becomes 

The increasing demands for wireless services together 45 one of the main concerns due to the broadcast nature of the 
with the scarcity of wireless spectrum forces users to share wireless medium . Cryptographic techniques can be utilized 
the same band . Sharing the spectrum leads to interference to address these concerns , but such techniques often rely on 
among users . To accommodate simultaneous transmission of computational limitations at the adversaries ( an assumption 
several information signals in a network , the friendly jam - that may not hold with advances in computing power ) and 
ming signal of each transmitter must be designed to not 50 are mostly based on unproven conjectures ( e . g . , hardness of 
interfere with other legitimate receivers in the network . To some computing problems ) . Physical ( PHY ) layer security , 
avoid such interference and yet prevent the leakage of the on the other hand , can be implemented regardless of the 
transmission signature , one solution is to exploit multiple adversary ' s computational power . It also takes advantage of 
input , multiple output ( MIMO ) precoding to ensure that the the characteristics of the wireless medium . 
null space of any friendly jamming signal includes the 55 Wyner [ lb ] initiated the concept of secrecy capacity by 
locations of all legitimate receivers but excludes potential defining the degraded wiretap channel . The authors in [ 2b ] 
eavesdropping locations . This solution , however , is not extended Wyner ' s work to non - degraded discrete memory 
practical in situations where coordination between legiti less broadcast channels . Later on , the secrecy capacity of 
mate transmitters is challenging ( e . g . , mobile ad - hoc net - MIMO wiretap channel was determined [ 3b ] . In [ 4b ] , the 
works ) . Therefore , the need for interference management is 60 authors obtained the secrecy region of the Gaussian MIMO 
crucial to guarantee secure yet non - interfering communica - broadcast channel . To guarantee secrecy , Goel and Negi [ 56 ] 
tions . Interference management roots back to the power introduced the concept of artificial noise , a . k . a . friendly 
control problem in traditional interference channel net - jamming . The idea is to artificially generate noise over the 
works , which has been extensively investigated ( [ 5a ] , [ ba ] ) . channel in order to degrade eavesdropping . The authors in 
The main challenge there is to manage the interference at all 65 [ 6b ] used a similar approach for security in MIMO wiretap 
of the receivers so as to maximize the sum of individual channels under imperfect channel state information ( CSI ) . 
rates . Cooperative jamming strategies for two - hop MIMO relay 

voiti 
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networks in the presence of an eavesdropper that can wiretap Although FJ - based PHY - layer security has been exten 
both channels were proposed in [ 7b ] . The authors in [ 8b ] sively considered for single - link scenarios , only a few 
studied a multiuser broadcast channel where a sender trans - papers studied the problem in multi - link scenarios . Research 
mits K independent streams to K receivers . They jointly efforts on secret communications in a multi - link network can 
designed linear precoding of the transmitted signals and 5 be classified into two broad categories : Large - scale [ 4c ] , 
cooperative jamming so as to enhance PHY security . A [ 50 ] , and [ 13c ] and small - scale wireless networks [ 60 ] , [ 70 ] . 
full - duplex ( FD ) receiver that sends artificial noise for Considering a large - scale wireless network consisting of n 
secure communication was proposed in [ 9b ] . At least two nodes , the authors in [ 4c ] derived the per - node asymptotic 
antennas are needed at the receiver , one for sending the secrecy capacity . They also proposed to use “ Rx - based FJ ” , 

whereby legitimate full - duplex receivers are able to cancel jamming signal and the other to receive the information 10 the self - interference resulting from their generation of FJ message . A similar system model was used in [ 10b ] . How signals . For the case of independent eavesdroppers , it was ever , the authors in [ 10b ] did not assume complete self shown that a per - node secrecy capacity of 0 ( 0 ) is achiev interference suppression ( SIS ) as in [ 9b ] . able , which is the same per - node capacity without secrecy 
Another system model with one full - duplex base station considerations . These results imply that the per - node secrecy 

( BS ) , one transmitter , one receiver , and one eavesdropper 15 capacity is not affected by the presence of eavesdroppers . 
was considered in [ 11b ] . In this model , the BS receives a However , placing the FJ devices at the same locations of the 
message from the transmitter while sending an information communicating nodes may not be optimal from an energy 
message to the receiver together with a friendly jamming consumption perspective . The interference of Rx - based FJ 
( FJ ) signal . The authors assumed that the transmitter ' s signal on other receivers was also not considered in [ 40 ] . The 
does not interfere at the receiver , and they solved the 20 authors in ?5c ] explored allowing a fraction of transmitters 
problem of maximizing the secret transmit rate . Remarkably , to cooperatively send their signals to their receivers through 
none of above works includes receivers with “ full - duplex relay nodes , i . e . , two - hop communications . The idea is based 
antennas ” , as multi - antenna FD receivers considered therein on the work in [ 8c ] ; wherein , for each Alice - Bob pair , a relay 
refer to having some antennas exclusively used for receiving node with “ good ” channels to Alice and Bob is selected . 
data and others to send FJ signals . Moreover , none of these 25 Relay nodes with “ bad " channels to the selected relay or to 
studies consider a multiuser scenario where receivers send Bob are used to produce FJ signals to confuse passive 
friendly jamming signals . In contrast , the present invention eavesdroppers . Instead of generating FJ signals , simultane 
considers a K - user scenario ( where K is greater than or equal ous transmissions are exploited in [ 5c ] to create high inter 

ference at the eavesdroppers . In this sense , the messages of to two ) with single - antenna full - duplex receivers that also other Alice - Bob pairs are utilized as FJ signals . Secrecy is generate their own friendly jamming signals . Receivers are 30 guaranteed only as n tends to infinity . The results of large not allowed to decode any transmitted information signal not scale wireless network , however , may not be always appli intended for them ( confidential communications ) , and the cable to small - scale networks that can have irregular topolo information leakage to eavesdroppers for each information gies . 
message is vanishing . In addition , the present invention also Secure minimum - energy routing with the aid of FJ was 
addresses scenarios where eavesdropping channels are cor - 35 investigated in [ 60 ] , [ 7c ] for a small - scale network . The 
related with those of legitimate receivers . objective is to compute a minimum - energy path subject to 

The broadcast nature of the wireless medium exposes constraints on the end - to - end communication secrecy and 
communications to eavesdropping and privacy attacks . the throughput over the path . The authors proposed a power 
Although cryptography can be used to protect the informa allocation scheme to assign FJ power required to secure 
tion secrecy of a data frame ' s payload , it is not sufficient to 40 individual links . The secure routing problem was reduced to 
prevent the leakage of side - channel information from unen - finding a path with the minimum total information and FJ 
crypted headers . Moreover , in many wireless standards , such power . Each link was studied independently , assuming that 
as 802 . 11 , management and control frames are often sent in it can be secured by its own set of FJ devices , and there is 
the clear . Various operations of a wireless protocol , such as a discrete set of eavesdropping locations , each with a given 
establishing session keys , rely on the exchange of these 45 probability of eavesdropping in that location . These works , 
frames . Information theoretic secrecy [ 1c ] , [ 2c ] at the physi - although applicable to small - scale networks , do not jointly 
cal ( PHY ) layer is a lightweight approach that aims at consider the optimal placement and power allocation of the 
preventing an eavesdropper ( Eve ) from decoding a plaintext FJ devices . Moreover , they do not exploit the FJ devices 
frame . A transmitter ( Alice ) and its legitimate receiver ( Bob ) associated with a given link to help in providing secrecy for 
are guaranteed secret communications if the Alice - Bob 50 another link , which can reduce the total jamming power . 
channel is better than Alice - Eve channel . In [ 1c ] , the notion Finally , they assume that the FJ signals are nullified at 
of secrecy capacity was introduced as the maximum rate at legitimate receivers , but the conditions needed to ensure 
which Alice can securely transmit information to Bob . This such nullification are not incorporated in the formulation . 
rate is the difference between the mutual information This undermines the applicability of their designs . 
between Alice and Bob , to that between Alice and Eve . 55 Any feature or combination of features described herein 

Non - zero secrecy capacity is not always possible . For are included within the scope of the present invention 
example , if Eve is closer to Alice than Bob , then the provided that the features included in any such combination 
Alice - Eve channel may be better than the Alice - Bob chan - are not mutually inconsistent as will be apparent from the 
nel , resulting in zero secrecy capacity [ 1c ] . Friendly jam - context , this specification , and the knowledge of one of 
ming ( FJ ) , proposed in the pioneering work of Goel and 60 ordinary skill in the art . Additional advantages and aspects 
Negi [ 5b ] , can be used to degrade the Alice - Eve channel of the present invention are apparent in the following 
without harming Bob ' s reception . Essentially , a FJ signal is detailed description and claims . 
a randomly generated artificial noise . To nullify the FJ signal 
at Bob , the authors in [ 5b ] considered the case when Alice SUMMARY OF THE INVENTION 
has multiple antennas . Alternatively , a bank of relay nodes 65 
can be utilized to transmit the artificial noise in the null The present invention considers a network of two or more 
space of the Alice - Bob channel . interfering multiple - input single - output ( MISO ) links in the 
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presence of an eavesdropper . The approach is based on the AN signal at unintended receiving devices ( of the one or 
pricing , a well - known concept in game theory . Contrary to more eavesdroppers ) is maximized . 
intuition , the present invention teaches that if a user reduces Previous embodiments have detailed a price - based jam 
their own friendly jamming power , the sum of the secrecy ming control that imposes a penalty on transmitting mobile 
rates of all users can actually be improved . The reduction in 5 devices when sending an AN signal to its corresponding 
jamming power must be done in such a way that interference receiving mobile device . Increasing the power of an AN 
at legitimate receivers is reduced , but the aggregate inter - signal in a single wireless link causes a decrease in the 
ference at external eavesdroppers still remains high . Without secrecy rates of other wireless links in the system . Tradi 
loss of generality , the resource - efficient distributed friendly tional solutions employ greedy friendly jamming to deter 
jamming ( FJ ) system of the present invention may comprise 10 mine the optimal power for each transmitted AN signal . 
two or more wireless links , where each wireless link inde Greedy friendly jamming allows each user ( transmitting 
pendently accomplishes a transmission and a reception of an mobile device ) to maximize its own secrecy rate and ignore 
information signal in the presence of one or more eaves the effects of its friendly jamming on other users . The 
droppers . Each wireless link may comprise a transmitting present invention shows that greedy friendly jamming is not 
mobile device and a corresponding receiving mobile device . 15 an optimal approach to realize a secure network . Simula 
These transmitting mobile devices may transmit an infor - tions of the price - based jamming control of the present 
mation signal to their corresponding receiving mobile invention identify a local optimum for the secrecy sum - rate 
device . Each transmitting mobile device knows the location and have demonstrated a noticeable improvement in the 
of its corresponding receiving device . Additionally , each secrecy sum - rate using the price - based in jamming control . 
receiving mobile device has a secrecy rate , where the 20 The present invention further features a block fading 
secrecy rate is a data rate at which secure transmission of the broadcast channel with a multi - antenna transmitter sending 
information signal is accomplished when the one or more two or more independent confidential data streams to two or 
eavesdroppers of unknown locations is present . more legitimate users in the presence of a passive eaves 

In further embodiments , a precoder may be embedded in dropper . The transmitter may use MIMO precoding to 
each transmitting mobile device . The precoder utilizes a set 25 generate the two confidential information signals along with 
of signal processing algorithms for precoding the informa - its own ( transmitter - based ) friendly jamming ( artificial 
tion signal before transmission to the corresponding receiv - noise ) . To enhance secrecy rates , the two or more legitimate 
ing mobile device . Each transmitting mobile device also users also employ their own ( receiver - based ) friendly jam 
transmits an artificial noise ( AN ) signal ( for friendly jam ming . An exemplary embodiment of the integrated trans 
ming ) , along with the information signal , to its correspond - 30 mitter - based and receiver - based friendly jamming system 
ing receiving mobile device . The precoder may be further may comprise a transmitting mobile device and two or more 
used to precode the AN signal before transmission to the receiving mobile devices , where the transmitter device may 
corresponding receiving mobile device . Each AN signal may have three or more antennas and the receiving device may 
be precoded such that an interference effect at the receiving have one or more antennas . Additionally , the channel con 
mobile device is nullified , but the interference effect at other 35 ditions for each of the two or more receiving mobile devices 
receiving mobile devices is nonzero . is known to the transmitting mobile device . A self - interfer 

Consistent with previous embodiments , for a single wire ence cancellation module embedded in each receiving 
less link of the two or more wireless links in the system , as mobile device may further comprise the system . This can 
a power of the AN signal is increased at the transmitting cellation module operates to allow each receiving mobile 
mobile device the secrecy rate of the corresponding receiv - 40 device to transmit a friendly jamming ( AN ) signal while 
ing mobile device is also increased . This increase in power simultaneously receiving an information signal . 
causes a decrease in the secrecy rate of other wireless links Some embodiments feature a transmitter precoder , 
in the system . Thus , a penalty ( price ) is imposed on each embedded in the transmitting mobile device , utilizing a set 
transmitting mobile device when sending an AN signal to of signal processing algorithms to precode the information 
the corresponding receiving mobile device . A higher penalty 45 signal before transmission to the two or more receiving 
is required from the transmitting mobile device for increas - mobile devices . The information signal is precoded such that 
ing the power of the AN signal transmitted to the corre - it is cancelled out at all unintended receiving mobile devices . 
sponding receiving mobile device . Thus , each transmitting The transmitter precoder may also use the signal processing 
mobile device competes to maximize a utility function , algorithms to precode the transmitter - based AN signal such 
where the utility function is the secrecy rate ( within a given 50 that it is cancelled out at each of the two or more receiving 
wireless link ) minus the price paid for generating the AN mobile devices . Additionally a receiver precoder , embedded 
signal . At equilibrium , a reduction in the power of the AN in each of the two or more receiving mobile devices , may 
signal increases the sum of the secrecy rates of the other precode a receiver - based AN signal at each receiving mobile 
receiving devices in the system . device . Power control schemes are also utilized at the 

In some embodiments , each transmitting mobile device 55 transmitting and receiving mobile devices . 
may have two or more antennas and each corresponding Consistent with previous embodiments , the three or more 
receiving mobile device may have one or more antennas . antennas of the transmitting mobile device may be jointly 
Each transmitting mobile device may simultaneously trans - used to simultaneously transmit an information signal and a 
mit the information signal and the AN signal , via the two or transmitter - based AN signal to any receiving mobile device 
more antennas , to the corresponding receiving mobile 60 in the system . To illustrate , the three or more antennas of the 
device . The corresponding receiving mobile device may transmitting mobile device are jointly used to simultane 
receive the information signal and the AN signal via the one ously transmit a first information signal and the transmitter 
or more antennas . based AN signal to a first receiving mobile device of the two 

Additional embodiments feature a precoder precoding the or more receiving mobile devices . The three or more anten 
AN signal such that : the AN signal at the corresponding 65 nas of the transmitting mobile device are then jointly used to 
receiving mobile device is zero , the AN signal at other transmit a second information signal and the transmitter 
receiving mobile devices within the system is reduced , and based AN signal to a second receiving mobile device . 
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Further , the one or more antennas of each receiving mobile individually generate an AN signal ( transmitter or receiver 
device may be used to receive an intended information based ) to protect the one or more information signals against 
signal along with the transmitter - based AN signal , where the one or more eavesdroppers . 
transmitter - based AN signal is cancelled out by each corre Previous embodiments of the present invention exploited 
sponding receiving device . Receiver antennas may also 5 friendly jamming for security in small - scale multi - link wire 
transmit an AN signal . The self - interference cancellation less networks in the presence of eavesdroppers . The powers 
module enables the receiving mobile devices to simultane and locations of the friendly jamming devices were opti 
ously transmit the receiver - based AN signal and receive mized so as to minimize the total jamming power required 
transmitted signals . Additionally , the receiver - based AN to secure legitimate transmissions . Distributed MIMO tech 
signal may be precoded by a receiver precoder such that the niques were used to nullify the friendly jamming signals at 
receiver - based AN signal cancels out at every other ( legiti - legitimate receivers . A signomial programming problem was 
mate ) receiving mobile device in the system . formulated and approximated as a convex geometric pro 

Previous embodiments considered the case where a trans - gramming problem using condensation techniques . Two 
mitter sends two or more independent confidential data optimization strategies were then proposed : per - link and 
streams to legitimate users in the presence of an eavesdrop network - wide ( all links jointly ) . It was demonstrated that the 
per at an unknown location . Since security applications per - link scheme of the present invention outperforms pre 
require guard zones around receivers up to 19 wavelengths vious schemes in terms of energy efficiency ( 55 - 99 percent 
a receiver ( Rx ) based artificial noise ( friendly jamming , FJ ) power saving ) . Moreover , the network - wide optimization 
signal along with a transmitter ( Tx ) based FJ signal were 20 was shown to be more energy - efficient than per - link scheme 
employed . In this way , even if an eavesdropper has a highly ( 29 - 30 percent additional power saving ) and also requires 
correlated channel ( with any legitimate receiver ) and is able about half the number of friendly jamming devices than 
to cancel out the Tx FJ signal , the Rx FJ signal provides per - link optimization . For multihop scenarios , a routing 
confidentiality for the information signals . The Tx FJ signal metric that finds a secure path that requires minimal jam 
is still needed because a transmitter generally has much 25 ming power was proposed . 
more power than mobile receiver devices . Therefore , it can 
provide security over a larger area . BRIEF DESCRIPTION OF THE DRAWINGS 

The zero - forcing technique was used in the present inven 
tion to not only remove the Tx FJ interference at intended FIG . 1 shows an exemplary system model according to an 
receivers but also to hide the information signals from 30 embodiment of the present invention . 
unintended receivers . An optimization problem was formu - FIG . 2 shows a non - limiting example of achievable rate 
lated for the power allocations of two information signals , as pairs pairs for a two - user multiple access channel . the Tx FJ signal , and two Rx FJ signals with the goal of FIG . 3 depicts an exemplary effect of Eve ' s location on maximizing the secrecy sum - rate of the system . Assuming secrecy sum - rate , wherein the configuration is { Alice = that the legitimate links demand a certain signal to interfer - 35 ( - 5 , 8 ) , Bob , = ( 5 , 8 ) , Alice2 = ( - 5 , - 8 ) , Bobz = ( 5 , - 8 ) , ence noise ratio ( SINR ) such that their achieved data rates 
remain constant ( and they achieve no data rate below this 
SINR threshold ) an optimal solution was provided . 

The present invention further features a small - scale , ?e = 3 . 5 , fe = 1 . 6 , Po = - 32 dBm , 40 = „ Nie = 3 ) . 
multi - link wireless network ( e . g . , peer - to - peer or multihop ) 40 
and jointly optimizes the powers and locations of multiple 
friendly jamming devices so as to minimize the total jam FIG . 4 depicts an exemplary effect of Eve ' s location on 
ming power while simultaneously achieving a given secrecy secrecy sum - rate , wherein the configuration is { Alice , ( 
constraint . One embodiment uses distributed MIMO tech - 50 , 10 ) , Bob , ( 3 , 10 ) , Alice ( - 50 , - 10 ) , 
niques and incorporates the necessary conditions to ensure 45 
nullification of the friendly jamming signals at legitimate 
receivers . An exemplary embodiment of the efficient Bob2 = ( 50 , 100 , $ , = 0 , Ý , = 10 , PK = 0 dBm , g = , N = 3 } . 
friendly jamming system for multi - link wireless networks 
may comprise a plurality of wireless mobile devices having 
one or more antennas and a plurality of wireless FJ devices 50 FIGS . 5A and 5B each depict an exemplary effect of Eve ' s 
configured to transmit an AN signal . In some embodiments , location on individual secrecy sum - rates . The configurations 
each wireless mobile device may generate one or more are the same as FIG . 4 . 
information packets , receive one or more information pack - FIG . 6 depicts an exemplary effect of Eve ' s location on 
ets , or relay one or more information packets to one or more secrecy sum - rate , wherein the configuration is { = 1 / 3 , 
of the other wireless mobile devices in the system . In a 55 Alice , = ( - 40 , 20 ) , Bob , = ( 40 , 20 ) , Alice , = ( - 40 , - 20 ) , Bob , = 
further embodiment , a transmission power of each AN ( 40 , - 20 ) , ?e = 25 , f = 20 , P = 10 dBm , N , = 3Vq } . 
signal is controlled by the wireless FJ device transmitting FIG . 7 depicts an exemplary effect of small number of 
said AN signal . Additionally , each AN signal may be jointly sample data transmissions , wherein the configuration is 
precoded such that they are all cancelled out at each wireless { Q = 1 / 3 , Alice = ( - 20 , 20 ) , Bob = ( 20 , 20 ) , Alicez = ( - 20 , - 20 ) , 
mobile device in the system . 60 Bobz = ( 20 , - 20 ) , ?e = 10 , = 20 , P = 10 dBm , N , = 4Vq } . 

In another embodiment the location of each wireless FJ FIG . 8 shows an exemplary system model with both TxFJ 
device comprises a set of locations and the transmit power and RxFJ . 
of each wireless FJ device comprises a set of transmit FIG . 9 depicts an exemplary effect of self - interference 
powers . The set of locations and the set of transmit powers suppression on the secrecy sum - rate ( bits / second / Hz ) . 
may be optimized to minimize power consumption while 65 FIG . 10 depicts an exemplary effect of the minimum 
guaranteeing a desired bound on end - to - end security of required SINR of the users , T , on the secrecy sum - rate 
transported flows . Further , each wireless mobile device may ( bits / second / Hz ) . 
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FIG . 11 shows exemplary contours of secrecy sum - rate in the artificial noise signal and the interfere 
( bits / second / Hz ) for various locations of Eve ( Rx FJ + Tx FJ ) . secrecy rate at the other receivers . 

FIG . 12 shows exemplary contours of secrecy sum - rate in In some embodiments , a penalty ( price ) is charged for 
( bits / second / Hz ) for various locations of Eve ( Tx FJ ) . increasing the power of artificial noise . The transmitters may 

FIG . 13 shows exemplary contours of secrecy sum - rate in 5 compete to optimize a utility function of the corresponding 
( bits / second / Hz ) for various locations of Eve ( Rx FJ ) . receiver ' s secrecy rate minus the price paid for generating 

FIG . 14 depicts placements of single - antenna FJ devices artificial noise . At equilibrium , a reduction in noise power 
( without nullification constraints . ) Jamming power is a can increase the sum of all secrecy rates . The overall goal of 
function of distances to and received information signals at the pricing approach is to regulate the amount of artificial 
each Eve . 10 noise power used by transmitting devices such that the sum 

of secrecy rates of all legitimate links in the network is FIG . 15 shows an exemplary network topology for the maximized . Such maximization is strictly in the direction of case of five P2P links . Hollow circles , crossed circles , and reducing interference at legitimate receivers and increasing diamonds represent receivers , transmitters , and potential it at eavesdropper ( s ) . eavesdropping locations . 15 Without any loss of generality , in the following , the case 
FIG . 16 shows an exemplary total jamming power vs . of two legitimate multi - antenna transmitters communicating 

number of links for the P2P scenario ( per - link ) . with two respective receivers in the presence of a single 
FIG . 17 depicts an exemplary outcome of the proposed antenna eavesdropper is described . Each receiver is 

per - link scheme for the one - link case . The hollow , crossed , equipped with a single antenna . Extensions to more than two 
and solid circles represent the locations of Bob , Alice , and 20 receivers , multiple antennas per receiver , and multiple 
the FJ nodes , respectively . eavesdroppers are straightforward . As shown in FIG . 1 , 

FIG . 18 shows exemplary jamming power of each FJ node multiple transmitters and receivers operate within the same 
along with total jamming power vs . iteration for the example geographic locality in the presence of an eavesdropper . 
in FIG . 17 . Alicel is attempting to transmit to Bobl and Alice2 is 

FIG . 19 depicts power consumption vs . number of poten - 25 attempting to transmit to Bob2 , while Eve is eavesdropping . 
tial eavesdropping locations for the case of two P2P links Both Alicel and Alice2 have at least two antennas . The 
( per - link ) . transmitted signal includes both information signal added by 

FIG . 20 shows an example of a Network topology for artificial noise . H11 , H12 , H21 , and H22 are channel matrices 
routing simulations . Hollow circles represent the legitimate that transform the signal between the transmitters and both 
nodes and diamonds represent potential eavesdropping loca - 30 receivers . These matrices are dependent on the location of 
tions . the receivers and are known to the transmitters . Alicel 

FIG . 21 depicts examples of power consumption of the pre - codes the artificial noise signal such that the artificial 
network - wide and per - link schemes vs . the number of poten - noise is canceled out by the H , channel matrix and becomes 
tial eavesdropping locations for the case of two P2P link . zero at Bobl ’ s location . Alice2 pre - codes the artificial noise 

FIG . 22 is a depiction of the resource - efficient , distributed 35 signal such that the artificial noise is canceled out by the H , , 
friendly jamming system of Example 1 . channel matrix and becomes zero at Bob2 ' s location . Nei 

FIG . 23 is a depiction of the integrated transmitter / ther artificial noise signal is cancelled out at Eve ' s location . 
receiver - based friendly jamming system of Example 2 . However , the artificial noise from Alicel is not canceled out 

FIG . 24 is a depiction of the efficient friendly jamming at Bob2 ' s location and vice versa , which causes interference 
system for multi - link wireless networks of Example 3 . 40 with the legitimate reception of Bob1 and Bob2 . Increasing 

the signal strength of the artificial noise at one link may 
DESCRIPTION OF PREFERRED create more security for the Alicel - Bob1 link but degrades 

EMBODIMENTS signal reception of the other link , which leads to suboptimal 
performance of the overall system . The present invention 

Referring now to FIGS . 1 - 7 , the present invention features 45 may comprise applying a price to adjust the artificial noise 
a price - based distributed friendly jamming system for wire - signal strength in Alicel and Alice2 so as to maximize the 
less communications security . The system may comprise at sum of secrecy rates in the network . Applying the pricing 
least two transmitting mobile devices , each transmitting scheme is done by modifying the secrecy - rate function at the 
mobile device comprising at least two transmit antennas , respective receivers . Hence , each link attempts to maximize 
and at least two receiving mobile devices . In some embodi - 50 a function of the secrecy - rate at the respective receivers , 
ments , each receiving mobile device communicates with the minus the cost of the artificial noise power . Alicel and 
corresponding transmitting mobile device . The transmitting Alice2 each are able to compute the secrecy - rate , which 
mobile device may know the location of the corresponding depends on Eve ' s location . Such a design helps nodes 
receiving mobile device . In other embodiments , each regulate their artificial noise powers in a way that interfer 
receiver has a secrecy rate , which is the data rate at which 55 ence at legitimate nodes is decreased , and yet the sum of 
secure transmission can be received , assuming the presence secrecy rates of both links is maximized . Since Eve is closer 
of an unknown eavesdropper . to one transmitter then the other , the function will be 

In one embodiment , each transmitting mobile device can optimized at different power levels for each receiver . For 
transmit an information signal intended for the correspond - example , if Eve is closer to Alice2 than Alicel , as shown in 
ing receiving mobile device along with a signal of artificial 60 FIG . 1 , then Alicel can reduce the power level of its artificial 
noise . Preferably , the direction of the artificial noise is such noise signal without degrading the secrecy rate at Bob1 . This 
that the artificial noise is zero at a location of the receiving improves the secrecy - rate at Bob2 , thus leading to a more 
mobile device , and the artificial noise is non - zero at loca optimal system - wide performance . 
tions of any other receiving device . In another embodiment , Referring to FIGS . 8 - 13 , another embodiment of the 
an interference at other receivers is increased when a power 65 present invention features a receiver - based friendly jamming 
of the artificial noise signal increases . The secrecy rate at the system . The system may comprise at least one transmitting 
corresponding receiver may be increased with the power of mobile device comprising at least three transmit antennas , 
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and at least two receiving mobile devices . In some embodi As used herein , the following notation is adopted . Vectors 
ments , each receiving mobile device may comprise one or and matrices are denoted by bold lower - case and uppercase 
more antennas with the capability of full - duplexity . Note letters , respectively . Column and row vectors notations are 
that FIG . 8 shows a sample scenario with two receiving used interchangeably . ( ) and ( . ) ? represent the complex 
mobile devices , each having a single antenna . Instead of 5 conjugate transpose and the transpose of a vector or matrix , 
labeling these devices Bob1 and Bob2 , they are labeled Bob respectively . Frobenius norm and the absolute value of a real 
and Charlie to make the notation easier . Hereafter , the or complex number are denoted by II : | | and l . ) , respectively . 
present invention will be analyzed for this sample scenario . # [ ] indicates the expectation of a random variable . A E 
The transmitting mobile device can communicate with the CMXN means that A is an MxN complex matrix . ( u , o ) 
receiving mobile devices . The transmitting mobile device 10 denotes a complex Gaussian random variable with mean u 
can also know the locations of the receiving mobile devices . and variance o . Iy represents an NxN identity matrix . 

In one embodiment , the transmitting mobile device may [ x ] + = x for x > 0 , and [ x ] + = 0 for xs0 . 
transmit independent information signals to the first and the 
second receiving mobile devices . The information signals EXAMPLE 1 
are pre - coded to cancel out at other receiving devices . 15 

In some embodiments , the transmitting mobile device The following is a non - limiting example of a price - based 
may transmit an artificial noise signal . The artificial noise jamming control that can guarantee a local optimum for 
signal is pre - coded to cancel out at a location of each secrecy sum - rate . 
receiving mobile device . In other embodiments , the receiv System Model 
ing antenna of each receiving mobile device receives the 20 A communication scenario is shown in FIG . 1 , where two 
information signal . In still other embodiments , each receiv - transmitters , Alicel and Alice2 communicate with two 
ing mobile device transmits an artificial noise signal . The respective receivers , Bob1 and Bob2 . Each transmitter ( TX ) 
receiving mobile device may use the same antenna to q , q = 1 , 2 , has NT , transmit antennas . A passive eavesdropper 
concurrently transmit artificial noise and receive the infor - ( i . e . , Eve ) with one antenna exists in the range of commu 
mation message over the same channel . 25 nication . The received signal by the qth receiver , yq , can be 

As shown in FIG . 8 , Alice attempts to transmit informa - written as : 
tion signals to Bob and Charlie in the presence of an yq = itqquq + X , gu , + Nor , q€ { 1 , 2 } , 79 ( 1a ) 
eavesdropper Eve . Alice knows the channel states at Bob 
and Charlie , i . e . , channel vectors hp and hac . The infor where Ho denotes the 1xN , channel matrix between the qth 
mation signal to Bob is pre - coded to cancel out at Charlie ' s 30 transmitter and the rth receiver , u , is the transmitted signal 
location and vice versa . In addition to the two information from the qth transmitter , and n , is the complex Additive 
signals transmitted to Bob and Charlie , Alice transmits a White Gaussian Noise ( AWGN ) with the power No . We 
pre - coded artificial noise signal , which is pre - coded to assume that Hot is a zero mean complex Gaussian matrix . 
cancel out at the locations of both Bob and Charlie . As an Let G , denote the 1xN , , complex channel matrix between 
additional layer of security , the present invention comprises 35 the qth transmitter and Eve . Eve ' s received signal is 
the receivers emitting an additional artificial noise signal . z = ?quet?Urte ( 2a ) 

Referring to FIGS . 14 - 21 , a further embodiment of the where e has the same characteristics of n , . We assume that present invention features an efficient , friendly jamming channels remain stationary over the duration of each trans system for multi - link wireless networks . The system may 
comprise a plurality of wireless mobile devices , each having 40 mission . The term ug = s , + w , is the sum of an information 
a mobile device location , and a plurality of wireless friendly bearing signal s , and artificial noise wg . For the AN , we 
jamming ( FJ ) devices . Each friendly jamming device may write it as we = Z Vg , where Z , is an orthonormal basis for the 
transmit an artificial noise signal and may have an FJ device null space of H ( H . W = 0 ) and V , is a vector of i . i . d . 

complex Gaussian random variables with covariance matrix location and a power allocation . In some embodiments , the 
artificial noise signals of the FJ devices are jointly pre - coded 45 
to produce null spaces of the artificial noise signal at the 
locations of the wireless mobile devices . Preferably , the FJ E [ vqva ] = Oginse - 1 
device locations and joint power allocations of the FJ 
devices are jointly optimized to minimize power consump where E [ . ] is the expectation operator . In here , the scalar tion under a secrecy constraint . 30 value denotes the jamming power and Iy is the NaN identity As shown in FIG . 14 , Alice ( circle and x ) attempts to matrix . For the information bearing signal , s , = T , x , where transmit an information signal to Bob ( marked by circle ) , in T , is the precoder and x , is the information signal . We the presence of multiple eves droppers ( Evel and Eve2 ) . An assume that Gaussian codebook is used , Furthermore , Let independent friendly jamming device ( square ) is placed Xo = tr { E [ x , x , " ] } and assume that X , sp , where tr [ - ] is the somewhere in the field , and emits an artificial noise signal . 55 trace operator , ( . ) " is the Hermitian of a matrix , and p , is a The position of the jamming device and the power allocation scalar representing a constraint on information signal ' s is optimized to minimize jamming power consumption power . The power constraint for each transmitter q is written under the constraint of a minimum requirement for the 
secrecy - rate at Bob , which is dependent on the FJ power 
seen by all eavesdroppers . ( i . e . more noise at Eve obscures 60 E [ \ u 1 ] = tr { E [ uquqH ] } sP ( 3a ) 
the information signal increasing Bob ' s secrecy rate ) . 

Referring to FIG . 17 , a second example of an efficient 
friendly jamming system for multi - link mobile wireless 
network is shown . In this example , there are four eaves tr { E [ uqu4 4 ] } + X SP 
droppers ( 1 , 2 , 3 , 4 ) and two FJ devices ( FJ1 , and FJ2 ) . The FJ 65 where P = 0 , ( N - 1 ) + p , is a scalar value that represents the 
devices emit noise that is canceled out at Bob ( circle ) , but total power budget for the qth transmitter . We assume that 
not at the eavesdropper ' s locations . qth receiver is able to estimate the channel Hg , and feed it 

99 

as 

Thus , 



13 

: : 10 Prelooflt ici F , = log1 + 1G : 10 + 1Girl or + NO ) } rag 99 

US 10 , 069 , 592 B1 
14 

back to the qth transmitter , q = 1 , 2 . Note that the process of 
acquiring channel state information ( CSI ) is assumed to be | H px , 12 ( 9a ) 
done securely , so that we can only focus on the secrecy of Csec = max log 1 + – - Fr , 0 

transmission phase . With the knowledge of Hgq , the trans 17 \ Hqrxq12 + | Hjalo , + No ) 
mitter uses singular value decomposition of ?gg 5 
Aqq = U , 2 , VH . Hence , the precoder T , is set to T = V Tava where where is the first column of V , and Z = V2 , where V 
is the matrix of NF - 1 rightmost columns of V . 
Problem Formulátion 1GyXy12 ( 10a ) Given that Æg V , 2 - 0 , we set Hyg = ?gg V , ' , Hq = Ñ , V , ' , 10 

H , = V2 , 6 , - ? , V , ' , G ; = ? V . 2 . For q = 1 , 2 , the terms ?o 
and Gig are called the eavesdropping channel components . 
Hence , It is obvious from ( 7a ) and ( 9a ) that in order to achieve the 

maximum secrecy , the two users have to choose a transmis ( 4a ) yq = Haq { q + Hrox , + H ; , v , + 9q 15 sion rate higher than Eve ' s decodable rate . As can be seen 
Zq = GXg + Gjqyq + G , x , G ; , v , te qy in ( 8a ) , the interference caused by the friendly jamming 

The information rate for the qth user can be written as signal can degrade the received signal to interference and 
noise ratio ( SINR ) at unintended receivers . On the contrary , 
the sum of interference accumulated at Eve can ensure low 

| HaqXq12 SINR at Eve . The degradation of both information rate and ( 6a ) 
Ca = log 1 + Eve ' s rate creates a conflicting situation . The performance of Hpqx , - 12 + | H } , 120 , + No ) the network is comprised of the performance of both users . 

Hence , we define the term secrecy sum - rate to be 
The channel between the two Alices and Eve can be 25 

modeled as a multiple - access channel , since Eve is simul ( sec = C , sec + Csec , ( 11a ) 
taneously receiving signals from both Alices . If Eve is We want to maximize Csec while ensuring a minimum QoS capable of using successive interference cancellation ( SIC ) 
technique , it can simultaneously decode the signals from for both users . This problem can be formally written as : 
both Alices . The achievable - rate region of Eve ' s multi - 30 
access channel is shown in FIG . 2 . Cea denotes the achiev maximize Csec ( 12a ) able rate at Eve while decoding the qth user ' s signal , where { X1 , X2 , 01 , 02 ] 
q = 1 , 2 . The points B , and F , are defined in the following . 
FIG . 2 suggests that to prevent Eve from using SIC , we must JXq + 07 ( NTq - 1 ) s Pa , , Vge { 1 , 2 } 
have Cq > B , [ 122 ] , i . e . , 

( 5a ) 

. . . 20 

s . t . Cq2ca 35 

( 7a ) 
log 1 + 

| H9qXql ? 
Hypx , 12 + 1H ; 120 , + No ) 

where 

where the second constraint ensures a minimum QoS ( i . e . , 
ca ) for each user . The optimization in ( 12a ) is non - convex . 

an Thus , finding its optimum is prohibitively expensive . One 
relaxation to this problem is to eliminate the dependency of 
the problem on X? and X2 . We assume that the minimum 
QoS constraint , is satisfied with equality . Hence , C , 
which can be reduced to a relation in the form of X = Y , 

45 where y , spa , q = 1 , 2 . By doing so , the second constraint can 
be embedded into the objective function and the first con 
straint . Hence , we have 

19 bi l CqXqla 1GqXq12 
Gja? 0g + 1G , x , l ? + 1G ; ; 120 , + No 

Ba = log 1 + 
7 | V9 . . V a . 

If inequality ( 7a ) is satisfied , then Eve has to decode the 
signal of the rth user by considering the signal of the qth user 50 
as interference . Thus , the achievable rate received at Eve is 
Cer = B , and the secrecy rate of the rth user would be 

maximize sec 
101 , 02 } 

( 13a ) 

Pq - Ya V ge { 1 , 2 } . s . t . s . t . q Su - N7 , - 1° = q eil , 41 . 

log 1 + _ \ G > x > l ? 

| HypXy12 C?ec = max { C , - Cer , 0 } = log 1 + - \ HqXql2 + | Hjalor + No Note that pg = PP , and 0 , ( N7 , - 1 ) = ( 1 - 0 ) P , where p , is a 
scalar variable within the interval [ 0 , 1 ] representing the 
proportion of power allocated to the information signal and 

J , riq . 
T 1G ; po , + 1GqXql2 + | GiqlOq + No ) to the AN . We also note that the jamming power has to be 

60 chosen such that inequality ( 7a ) is satisfied . Reducing ( 7a ) , 
we have 

If ( 7a ) is not satisfied , Eve considers the signal of the rth 
user as interference and decodes the signal of the qth user . 
Knowledge of the qth user ' s signal allows Eve to deduct the 
qth user ' s signal from the received signal and obtain an 65 
interference - free signal from the rth user . Hence , Cor = F , and 
the secrecy rate of the rth user would be 

( 14a ) 
q 
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where set ) to maximize its utility . The existence of Nash equilib 

Aq = IG _ 282 ( 1H 12 % , + \ H , 10 , + N . ) - \ Hq2RY ( 16 121Y + rium ( NE ) in this game can be proven by showing that the 
16 ; 120 , + N . ) , " strategy set of each user is a non - empty , compact , and 

BA = ! G ; , ? \ Haq Pria ( 15a ) convex subset of R , and the utility function of each user is 
Simplifying ( 14a ) , we have the following constraint for on : 5 a continuous and quasi - concave function of the jamming 

power . Verifying these properties in the game is straightfor 
ward and is skipped for brevity . Since the objective function 

Pg - Pa ( 16a ) in ( 20a ) is strictly concave in 0g , the best strategy that 
CqN , - 1 " B , B = NT , - 1 maximizes the secrecy rate of the qth user is to select the 

10 mo maximum available jamming power 
q A 

- : if = > 1 

Pa - Pa 
a = 0u = pq = ht - 1 ' ? niam = 

Ag 2 Pa ( 17 ) 15 ht , - 19 = 1 on inta , so 7 ba 
A > 

N 

2 

maximize 

D . = [ max . 40o ) . ? 

Given the strategy of the user in the network , when 
0 , 70 if 4 , 0 . ( 18 ) 0 , = P jam , V , no user is willing to unilaterally change its 

For the case in ( 16a ) , no power can prevent Eve from using 20 own strategy because choosing any jamming power less than 
SIC to decode two information messages , and the solution to O that can degrade the individual secrecy rate of that user . 
( 13a ) would be infeasible . Hence , we assume that if ( 16a ) is Therefore the point 0 , = P jam , V , is the NE . This result is in 
true for any of the users , they will not start any communi line with [ 4a ) for the single - user case . 
cations . Considering that we always have either of ( 17a ) or This NE point , however , might not always be efficient , 
( 18a ) , the optimization in ( 13a ) becomes 25 because the selfish maximization of secrecy rate by each 

user is not always guaranteed to be Pareto - optimal . As an 
intuitive explanation , consider the case where the interfer 

Csec ( 19a ) 
( 01 02 ence from Alice2 is large enough to affect Bobl , but Eve is 

much closer to Alicel than to Alice2 . Considering almost 
s . t . Og € Dq , V q € { 1 , 2 } 30 equal jamming power constraints , if both users select the 

maximum jamming power , Alicel can make its transmission 
where more secure by applying maximum jamming power . How 

ever , although Alice2 is not that much in the risk of being 
eavesdropped , it chooses maximum jamming power which 
has little impact on its own secrecy rate , but can degrade the 
received SINR at Bob1 . Degradation of C , makes the 
transmission of Alicel less secure , so the secrecy sum - rate 
of the network will be reduced . 

and [ a , b ] represents an interval between a and b . 2 . Price - Based Friendly Jamming : Since the inequality in ( 18a ) strictly suggests that the an 
jamming power has to be positive , we set Ao , to be the 40 The efficiency of the NE in greedy friendly jamming can 
smallest positive value in the D . The optimization in ( 13a ) be improved by using appropriate pricing policies . Hence , 
tries to find the best trade - off between the jamming powers for qe { 1 , 2 } , the objective function of player q in ( 20a ) is 
of the two users , In other words , the Pareto - optimal jamming modified into : 
powers can be found by solving ( 13a ) . Unfortunately , the 45 
optimization in ( 13a ) is still non - convex . Furthermore , it 
requires the exact knowledge of the eavesdropping channel ( 21a ) maximize cae – Aq0q 
components . s . t . Og e Da , Game Formulation 

1 . Greedy Friendly Jamming : 
One solution to reduce the complexity of ( 13a ) is to let where ay is the pricing factor for the qth user , defined in each user maximize its own secrecy rate and ignore the ( 22a ) . effect of its friendly jamming on the other user . This locally 

optimized jamming control leads to a game theoretic inter 
pretation of this network . Assuming that each user myopi - 55 | HigHyr | Yr ( 22a ) 
cally chooses the best strategy for itself , we formulate this do = – 
scenario as a non - cooperative game , in which the best ( \ Harl ? yq + Hialoq + No ) 
strategy of each user q , q = 1 , 2 is ( 1Hqrl yq + | HjalOq + ] l yr + No ) 

09 

50 

maximize ( 209 ) 60 
09 

( Gig Girlys ) 
( 1Gql ? yq + Gja?oq + 1G ; } | 20 , + No ) 

( 16g | 2yq + 1Gjaloq + 1G , l ? Yr + 1Girl20 , + No ) s . t . Og € Da , 

rºq , ( r , q ) € { 1 , 2 } ? . In this game , the utility function of each player ( user ) is its 65 
secrecy rate and his strategy is to choose the best jamming 
power subject to the jamming power constraint ( i . e . , strategy 
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- The plecare . ( 23a ) 
ya ON - + 

In proposition 2 , convergence to NE is proved . Assuming 
that iteratively using ( 23a ) reaches to a convergence point 
( i . e . , NE ) , still the K . K . T . conditions of ( 21 a ) equals to that 
of ( 19a ) which corresponds to a locally optimal solution of 
( 19a ) . 
Proof of Proposition 1 : According to ( 33a ) , if 2 , 0 then 

5 
Pa - Pa 
NT - 

9 - ( 16 , l * yr + 1G irlo , + No ) 
Xa our ????? 

< 0 . 
a Ja 10 

The rationale behind pricing has been discussed in many 
works ( e . g . , [ 6a ] , [ 190 ] , [ 20a ] ) . In principle , pricing is a Hence , the positive price is effective as long as the increase 
mechanism that incentivizes players to spend their jamming in one user ' s jamming power reduces the secrecy rate in the 

other . Hence , the positive price A , can make a user reduce power more wisely by charging each user a price per unit of 15 its jamming power if this reduction is beneficial for the other jamming power , thus discouraging users from acting self user . Now , considering à , 50 , the increase in one user ' s ishly . In the present invention , a linear pricing will be used jamming power results in either no change ( i . e . , R = 0 ) or 
to improve the efficiency of jamming control . The optimal increase ( i . e . , do < 0 ) in the other user ' s secrecy rate . There 
jamming power can be found by writing the K . K . T condi fore , whenever 2 , 50 the right decision would be using 
tions for ( 21a ) . Hence , close - form representation of the 20 maximum jamming power ( i . e . , setting à , = 0 ) because each 
optimal jamming power for the qth user can be written as user can increase its own secrecy rate without reducing the 
( 23a ) , where secrecy sum - rate . 

Proof of Proposition 2 : Assume that w . l . o . g . X , defined in 
( 23a ) , has the values 

25 . . jg £min?max . . . bla ] and xa 2 min { max { 2 , solo pero 
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It is easy to verify that by setting à , = 0 , we end up with the 
previously mentioned greedy friendly jamming . 30 Furthermore , assume that the iterative use of ( 23a ) is done Using ( 23a ) iteratively in setting the jamming power for sequentially , meaning that only one user is updating its both users leads to a convergence point ( i . e . , NE ) from jamming power at each iteration . Let the initial jamming which neither user is willing to deviate . In what follows , we power for the qth user be o ' ( 1 ) , V , where the superscript ( 1 ) further explain the feasibility of converging to a NE using represents the first iteration . In the next iteration , o , gets 
pricing . The following theorem clarifies the reason for 35 updated using ( 23a ) and o ' ( 1 ) = o ' ( 2 ) . In the third iteration , 
setting the pricing factor as in ( 22a ) . o ' , ( 2 ) = 0 , 3 ) , and o , gets updated . It can be seen from ( 23 ) 

Theorem 1 . that o ' is a decreasing function of 0 , Therefore , 
The NE of the game wherein the users use ( 22a ) as the if o ' ( 1 ) Ko ( 3 ) the rth user will select a smaller jamming 

pricing factor to solve the optimization in ( 21a ) equals to power in the fourth iteration comparing to the second 
that of a locally optimal solution of ( 19a ) . 40 iteration ( i . e . , o ' , ( 2 ) > o ' , ( 4 ) ) . Consequently , in the fifth itera 
Next , we introduce two properties of pricing mechanism . tion , the qth user selects a higher jamming power comparing 
Proposition 1 . to the third iteration . This trend continues until either the qth 
The greedy friendly jamming can increase both users ' user reaches to Pjam or the rth user reaches to X . Depending 

secrecy rates ( i . e . , it is optimal ) if 1 , 50 , VqE { 1 , 2 } . on which user reaches to either of the extreme points faster 
Proposition 2 . than the other , the first four forms in right hand side of ( 24a ) 
Ifa > 0 , the NE tuple of jamming powers ( 01 , 0 , ) will be are expected to be achieved . For the case of ( X1 , X2 ) and 

one of the following forms : ( P , jam , P , jam ) , we first derive the price above which we 
always have o ' q = X , . Let this price be àg ! . Reducing the 
inequality o ' sX , we end up with an inequality in the form 
of 1 , 22 , ! . Next , we find a price below which we have ( 01 , 02 ) = ( Tint » X2 ) or ( Cint , pajam ) or ( X1 , Cint ) or ( 24a ) 50 o ' = P jam . Let this price be 2 . Reducing the inequality 

( piam , Tint ) or ( x1 , x2 ) or ( piam , pajam ) , o ' = P jam , we end up with an inequality in the form of 
à 221 , ( note that when 0 < , san , using greedy friendly 

where pjam = Ñ jamming is optimal in terms of secrecy sum - rate , but it Pa and Xq < Tint < pijam N1 , - 1 am might not always be beneficial for both of the users unless 
55 we have à , 50 . The bound 1 , 50 , V , found in proposition 1 

Proof of Theorem 1 : For o 1 to be a locally optimal can also guarantee the optimality of greedy friendly jam 
solution of ( 19a ) , K . K . T . ( Karush - Kuhn - Tucker ) conditions ming in terms of individual secrecy rates ) . Since o , is a 
of both ( 19a ) and ( 21a ) must be equivalent . Hence , the decreasing function of q , if P jam > x , then , < ̂  , 2 . There 
optimal jamming power in ( 23a ) is locally optimal if fore , the tuple ( X1 , X2 ) or ( P jam , P , jam ) happen when 

60 xha ' , V , or ano Va respectively . It was assumed 
w . l . o . g . that 

( 33a ) 

45 
2 . 

Ag = 
Pa - pa 

XqNr . - 1 65 
which leads to setting à , as in ( 22a ) . The local optimality of 
NE requires to prove that using ( 23a ) converges to the NE . 
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the NE points of price - based friendly jamming , meaning that 
the locally optimal points of the secrecy sum - rate can be 
found by searching a small portion of Table I . To get more 
intuition into the order reduction , we mention a special case 

5 of proposition 2 . If ( 18a ) is always satisfied for both users , 
then only the rows corresponding to Ao , and P , jam , and the 
columns corresponding to Ao , and P jam need to be 
searched . In the following , we introduce the concept of 
mixed strategic games . 

Xq = NT - 1 Pq - Pa 1 

TABLE I 
Strategy table for the two user finite jamming game with pricing . 

Si \ s2 402 210 , Pyjam 
A0 Ri ( 401 , 402 ) , R2 ( 401 , 402 ) Ri ( 401 , 2102 ) , R2 ( 401 , 2102 ) . . . Ri ( 401 , P jam ) , R2 ( 401 , P jam ) 
240 , R1 ( 2401 , 402 ) , R2 ( 2401 , 402 ) R1 ( 2401 , 2002 ) , R2 ( 2401 , 2002 ) . . . Ri ( 2401 , Pzjam ) , R2 ( 2401 , P jam ) 

: 
P , jam R? ( Pjam , A02 ) , R2 ( P , jam , Ag » ) R , ( P jam , 2402 ) , R2 ( P jam , 240 ) . . . Rj ( P . jam , Pzjam ) , R2 ( P jam , P jam ) 

= { 1071 % 105 of 51 . Çd = 1 , vq } 

999 S2 

the forms of NE tuples overlap with each other ( note that the Definition 1 . A mixed strategy vector for the qth user 
effect of a , is negligible on the convergence behavior of 
( 23a ) because à , is a sublinear function of jamming powers . 75 

Robust Optimization Procedure 
So far , we proved that price - based jamming control 

results in locally optimum jamming powers . The next chal 
lenging question is how to determine the best price without 
having exact knowledge of the eavesdropping channel . 30 denotes a probability distribution of the strategy set ’ s ele 
When exact knowledge of the eavesdropping channel is ments . That is to say the qth player chooses the power level 

available , iterative computation of o , in ( 23a ) can lead to ilo , with probability a 
the NE . Also , the price that results in locally optimal In the mixed strategic jamming game , both users choose 
jamming powers of the secrecy sum - rate can be computed their jamming power level based on a probability distribu 
using ( 22a ) . However , the unknown eavesdropping channel 35 tion . Hence , the best response of each user is to maximize 
imposes uncertainties in computing o ' , and àg . In the fol the expected value of its own utility . We should note that 
lowing , we propose a method to overcome the issue of some games can be limited to only pure strategies . In uncertainty in the eavesdropping channel . particular , if the utility function of a player is concave w . r . t . 
Let R , ( s , S2 ) be the utility of the qth user where s , and s2 ser where si and S2 40 its strategy then using Jensen ' s inequality , we deduce that represents the strategy taken by userl and user2 , respec 

tively . The strategy space of each user is a continuous Es , [ Esq [ R1 ( S1 , 52 ) ] ] > Esq [ R1 ( Esj [ Si ] , 32 ) ] , V ( $ 1 , 92 ) ESIX interval that can be written as o , E [ 40 , Pjam ] . The strategy ( 25a ) 
set of the players has infinite real numbers . If we are to 
analyze this game using strategy tables , then the strategy set as The inequality in ( 25a ) is satisfied with equality if and only 
of each player should be countable and finite . In order to * > if s ; reduces to pure strategies . Hence , whatever the strate 
create a finite strategy set , we introduce discrete levels of the gies of other players are , every NE of the game is achieved 
jamming power . Assuming that we have n bits to convey M using pure strategies [ 18a ] . Sufficiency of pure strategies 
power levels , the power level increment is cannot be guaranteed if the utility function of a player is not 

concave w . r . t . its action . Hence , mixed strategies should also 
be investigated for non - concave utilities . 

In price - based friendly jamming , the utility function to 
each player changes at every iteration . Furthermore , the 
strategy table looks at the outcome of the game when 

The discrete power level is small enough that it constrains 55 iterative usage of ( 23a ) has converged . Hence , it is not 
the continuous set of utility values to a relatively small possible to use the objective function in ( 21a ) as the utility 
discrete set with minimal quantization error . Hence , the functions in the strategy table . In order to establish the 
strategy set would be Sq = [ A04 , 210 , . . . , ( M - 1 ) ̂ 0 , , Pjam } , strategy table , we look at ( 19a ) again . As theorem 1 suggests 
Vq . Considering that s ES , Vq , a utility matrix R = 1 , 2 that the K . K . T . conditions of ( 19a ) are met at the NE point , 
can be obtained such that its ( i , j ) entry is [ Rqlij = { R , ( 40q , 60 the utility of each user at the NE point is R ( S1 , S2 ) Csec ( o , ) , 
jao , ) ( ij ) E ( 1 , . . . , M ) } . VqE [ 1 , 2 ] which is a non - concave function w . r . t . 0g . By 

Since the problem in ( 13a ) is non - convex w . r . t the jam - setting Csec as a function of oq , we want to emphasize that 
ming power . Pareto - optimal points can be found via exhaus each user locally computes its own jamming power and 
tive search in Table I . Considering a finite jamming game , checks its effect on secrecy sum - rate . Recalling proposition 
the complexity of this optimization is in the order of O ( n ” ) . 65 2 , at a locally optimal point , only one tuple of jamming 
Proposition 2 reduces the complexity order to O ( 4n - 4 ) power at the corner entries of Table I happen . Hence , the 
because only a small set of jamming power tuples comprise objective of 1st user is , 

30 

pjam 

10 , PT - FOTO 
pjam 
co ??? 9 o 

2n M 
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( 30a ) ( 26a ) 

21 
maximize 5 af Rilido 1 , 52 ) , 
su . Že = 1 , 

( 26 ) di ) - 277 Tlg = diag { Yq , oq { 1 , . . . , 
Na 

5 
- 21 

Die = dias 19 . Collane ( som ) 

( 9 * 10mb . ) * . 1 . 
from 2011 ( ) d . o . o 

Vro 
NT . - 1 

0 < a } < 1 , Vi , ( 31a ) ( 31a ) 10 12q = diag 
( - 27 ) 52 € { { 1402 , piram } 1 - 277 

11 NO gil , . . . 
Nja 

Yr Orll , . . . , 
Nt . - 1 - 1 

where a ? = [ a , ' , . . . , am ] ? is the probability set , and 15 
[ . . . ] rounds to positive infinity . Problem ( 26a ) is a linear The expectation in ( 29a ) w . r . t . Wq and Yq can be effi 
programming which can be solved efficiently using Simplex ciently computed using the random matrix result in [ 21a , 
method . The 2nd user ' s strategy can be found accordingly . Appendix A , Lemma 2 ] . However , Ceq is still an expectation 

So far , all of the derivations were based on complete over the distances d , and d . , which corresponds to geometry 
20 distribution of Eve . Since we were not able to analytically knowledge of the eavesdropping channel . However , the formulate this distribution , we numerically sample these 

existence of a passive Eve in the network contradicts with parameters to approximate the expectation of Ceq W . r . t . the 
our assumption . For the qth user , the computation of the distances . In simulations , we assumed that Eve is uniformly 
secrecy rate defined in ( 8a ) depends on knowing C , and Cea distributed within a circle with a given radius , and the center 
Since we assumed that Bob can measure his received 25 of this circle is determined depending on our simulation 

scenario . Similar idea can be found in [ 17a ] where the interference and Alice is aware of the channel between her authors assume that Eve is uniformly distributed around the and her corresponding Bob , the computation of C , can be transmitter . Another example is [ 22a ] where the authors 
done locally . However , the eavesdropping channel is assumed that the location of Eve follows a Poisson process . 
unknown . The eavesdropping channel components can be » With the same technique used in ( 29a ) , the expectation on 
equivalently shown as the product of some large - scale and the right hand side of equation ( 14a ) that yields positive 
small - scale fading , so G , G , ( d , - " ) and G ; G ; , ( d , - " ) , secrecy is as follows : 

where G , and G , are scalar and 1x ( N1 , - 1 ) matrix , respec 
tively , and the entries of both are i . i . d . standard complex ( Hygl yr + | Hj / ? 0 , + No ) , 
Gaussian random variables with unit variance ( The same \ H4q12 
representation can be done for Hg , and H ; ) . The terms d , - 9 
and d : - 9 are the equivalent distances where d , " is a scalar ( 1G , ly ; + 1G ; po , + No ) and d ; , - " is a diagonal ( N1 , - 1 ) × ( N1 , - 1 ) matrix , and n is the * 
equivalent path - loss exponent . The secrecy rate in such 
settings is , 

35 
( 32a ) 

9 > 

16 , 6a dr . IGP 
G . jr . Gj? ] 

Ida Ca 

1 GB 

45 The numerator and the denominator inside the first expec 
cosec = C , - E [ Ceq ] = ( 28 ) tation term in ( 32a ) correspond to a central Wishart matrix . 

The numerator inside the second expectation term corre 
dy Cr sponds to the quadratic form of a Wishart matrix , which 

preserves Wishartness property [ 23a ] . Hence , both of the 
50 expectations correspond to the ratio of two Wishart matrices . 

co - Elloon _ 1Gqlya 1Gqlya Since we assumed a MISO system , all of the Wishart Ca - Elog 1 + 1 Gjaloq + 1G , 12yr + 1Gj120 , + No ) matrices are in fact scalars . Hence , the expectations in ( 32 ) 
can be computed using the result in [ 24a , section 1 ] . Com 
puting the expectation w . r . t . d , and d , can be tackled the 

We derive ( 28a ) as same as what we will do for computation of Cox ( i . e . , 
equation ( 29a ) ) in simulations . Since ( 27a ) and ( 32a ) are 
computable , then the objective function and third constraint 
of ( 26a ) are defined without the knowledge of the eaves WT1qW 11 E [ Ceg ] = E log – dropping channel . Hence , we can establish Table I to solve 

da Ca Ida Walº Y , T 29 YH 60 ( 26a ) . The following describes an algorithm that achieves a 
dr Cr | dy Ya robust solution for ( 26a ) . 

Algorithm Design 
The pseudo code of our algorithm that achieves a robust 

solution for the jamming control is shown below . In order to 
where W G , , G , G , G ) , egl , and Y G , G , G ; , eq ] . Let 65 approximate the expectation of Ceq W . r . t . the distances , the 
the expression diag { E , F } represent a 2x2 " diagonal matrix location of Eve will be assigned as a uniform distribution 
whose diagonal entries are E and F . Then , within a circle with radius f . and the center coordinates of 

( 29a ) 

Gjr ] 
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( Xe , ?e ) . Computation of line 5 and line 6 can be done using - continued 
the method mentioned in ( 32a ) ( only for when 0 , = X , which 
requires both users to measure the interference at their Algorithm 1 . Robust Jamming Control 
receivers and exchange the values of o , and Yo for q = 1 , 2 . 
Note that the result of proposition 2 suggests that the 5 else Compute and store Rg . 
computation of line 5 only sets two power levels for o , ( i . e . , end if 

end for % do the same loop again by change the loop in line 3 will be run once when 0 , = X , and once % line 5 to " Set o , = P , jam ” . 
when 0 , = P , jam ) . For the case of exhaustive search , instead of find a , by solving ( 26 ) , % once for o , = Xr and 
two power levels , we should search in all of the power levels % once for o , = P , jam 
in the interval [ X , P , jam ] . 14 : Choose the probability set ( i . e . , ay ) that corresponds to the 

largest expected utility . Line 7 ensures that the selected power in line 4 results in 15 : end for 
a non - zero utility for the qth user . If the condition on line 7 16 : for q = 1 to 2 do 
is not satisfied the probability assigned to that power level 17 : if Ca < ce then Set Ya = Ya + 8 . 

18 : if ya > P , then Set Yo = Pq . ( i . e . , a ) is zero . Hence , one term will be removed from the 16 19 : end if 
objective and constraints of ( 26a ) . The operation in line 8 else 

( computed in ( 27a ) ) firstly requires both users to compute 21 : if Ya > Ca + e then Set Ya = Yg - d . 
22 : end if their own secrecy rate using their local channel and the 23 : end if 

method mentioned for ( 27a ) . Then , the rth user should send 24 : end for 
the value of its own secrecy rate to the qth user in order to 20 25 : until Cg > Va 
compute Rg . After doing the operations of lines 2 - 12 , two 
probability sets ( i . e . , two different vectors corresponding to Numerical Results 
a ) will be found for the qth user ( one for when 0 , = X , and In this part , we simulate the methods mentioned so far . In 
one for when 0 , = P , jam ) . As R , is already stored in line 8 , line all of the simulations , the variance of additive noise at both 
14 chooses the probability set corresponding to the largest 25 receivers and at Eve ( i . e . , noise floor ) is set to be N = - 50 
expected utility . Assuming that Alice is capable of generat dBm . Also , the information rate constraints are chosen such 
ing random samples of a continuous - time uniform distribu that the users use the maximum information signal ' s power . 
tion , creating a probabilistic jamming power assignment is The horizontal axis in all of the figures is the horizontal 
done by converting the uniform distribution to a probability coordinate for the center of the circle within which Eve is 
mass function corresponding to Q9 for a = 1 : 2125al . Com - 30 uniformly distributed . Each point on the curves is the result 
paring to the pricing with complete knowledge of the of averaging over 10 random locations of Eve ( in order to 
eavesdropping channel , the robust jamming control only approximate ( 27a ) w . r . t . distances ) . At each random location 
needs exchanging secrecy rates and jamming powers . of Eve , 500 channel realizations are simulated and then 

The lines 16 to 25 constitute the outer loop of the averaged algorithm that corresponds to satisfying rate constraints of 35 algorithm that corresponds to satisfying rate constraints of 35 FIG . 3 shows the variation of secrecy sum - rate in terms of 
the users . For some choice of d and E , since the information Eve ' s location for a given total power constraint . It can be 

seen that greedy friendly jamming is outperforming no rate is a nonnegative monotonically increasing function of yo 
and the fact that p , is a finite value , as long as the rate jamming for all of Eve ' s locations . This due to the fact that 
requirements are feasible . the linear ( margin - adaptive ) in no - jamming scenario , Eve can decode both of the signals 
adjustment used in algorithm 1 converges without the need 40 using SIC technique , which reduces the secrecy rates . Fur 
for central control ( similar procedure can be found in [ 26a , thermore , when x E [ - 8 , - 2 ] , the performance of price - based 
Algorithm 1 ] ) . Hence , this linear adjustment ensures each friendly jamming is equal to the performance of greedy 
user achieves its minimum target rate . If the target rate is not friendly jamming and that of exhaustive search , which 
achievable , then the line 18 limits the users to their maxi indicates the optimality of greedy friendly jamming in these 

45 areas . It can also be seen that in all of Eve ' s locations , the mum information signal ' s power . pricing scheme has a performance close to the exhaustive 
search approach . As far as what we simulated , the optimality 

Algorithm 1 . Robust Jamming Control of greedy friendly jamming can be guaranteed only for very 
low power constraints that are not practical . 

50 FIG . 4 and FIG . 5 show the secrecy rates of the users for 
another configuration . In this configuration , we simulated 
the pricing method for when we take the constraint ( 14a ) 

fe % The radius of the circle within which into account ( indicated as “ Pricing ( Full CSI ) ) and for when Input : % Eve is uniformly distributed we do not ( indicated as “ Pricing ( No Positive Secrecy ) " ) . It 
( @ e , 9 , ) % The center of the circle within which 55 can be seen that considering ( 14a ) in our jamming control 

significantly affects the secrecy sum - rate such that if it is 1 % Eve is uniformly distributed overlooked , the performance of pricing method would be 
Initialize : even lower than greedy approach in some points . Further pjam 

( 0 < yq < Pq , 40 , = ? va more , satisfying the condition in ( 14a ) guarantees non - zero 
secrecy rate for each user . However , if it is ignored , zero 

1 : repeat secrecy - rate happens to one or both users at some locations . 
2 : for q = 1 to 2 do In FIG . 6 , we compared the performance of Algorithm 1 

for i = 1 to M do ( indicated as “ Robust " ) to other approaches . The geometry 
Set o , = ido , distribution for Eve is the same as previous simulations , but Compute o , = Xr , 1 + q . 
Compute la 65 Po = 10 dBm . For the case of robust jamming control , we 
if o , < Xa then Set æg = 0 . assumed that we use 8 bits for quantization of power levels . 

After finding the probability set that maximizes the expected 

Pa Nios Par $ a = ca No - 1 ) ; C , M Vqe { 1 , 2 } 

föön 
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utility in ( 26a ) , the probabilistic assignment of jamming where hABECI?NA , hACECI?NA , hBEECNEXI , and hCEECNEX1 
power in robust jamming control is as follows . The qth user are the channel vectors between Alice and Bob , Alice and 
generates a sample of a continuous - time uniformly distrib Charlie , Bob and Eve , and Charlie and Eve , respectively . 
uted random variable with zero mean and unit variance . hbs and hcc are the self - interference channel gains , whereas 
These samples are then converted to some probability mass 5 hcr and hoc are the channel gains between Charlie and Bob , 
a . Then , the probability mass is translated to io , and the and between Bob and Charlie , respectively . H ECNEXNA is 
user starts data transmission with that jamming power . the channel matrix between Alice and Eve . no CN ( 0 , 0 2 ) , 
Lastly , the achievable rate is computed using the method in n ~ CN ( 0 , 062 ) , and ne - CN ( 0 , 19 , 0 " ) represent AWGN at 
( 27a ) . This procedure is repeated 50 times per each channel Bob , Charlie and Eve , respectively . We assume block fading 
realization and the expected utility in ( 26a ) is approximated 10 ( the indices representing fading blocks and time instants are 
by averaging over these 50 samples of data transmission . It suppressed to improve readability ) . Furthermore , we assume 
can be seen that the robust approach is 25 percent better than that Eve ' s CSI is not known to Alice , Bob , or Charlie . 
the greedy approach . When the eavesdropping channel is However , Eve may know her own channels and other 
known , the advantage of price - based jamming becomes channels by overhearing exchanged control packets between 
larger . 15 Alice and Bob / Charlie . We impose the following instanta 

The expected value in ( 26a ) must be computed after neous power constraints : 
averaging over several samples of data transmissions within E [ xatxa ] $ PA one channel realization . However , in practical scenarios , the ( 4b ) 
coherence time is not long enough to accommodate more E [ [ ̂ ; ] ? ] P ; iE { B , C } ( 5b ) than a very small number of data transmissions . In order to 20 
test this vulnerability , we compared the performance of where PA , PR , and Pc are given constants . 
robust optimization between 50 data transmissions and 1 RX - Based FJ with Zero - Forcing 
data transmission per each channel realization so as to A . Communication Scheme 
compute the expected utility in ( 26a ) . Furthermore , in order The transmit signal at Alice can be expressed as : 
to fix the other parameters that might affect this comparison , 25 
we simulated 50 channel realizations at each location of Eve . XA = VBSB + VcSc + ZAWA ( 6b ) 
It can be seen in FIG . 7 that averaging over I data trans where Sg - CN ( 0 , 06 % ) and sc ~ CN ( 0 , 0 3 ) are the information 
mission ( indicated as “ Robust ( 1 ) ” ) does not affect the signals , V , ECN4xl and VECN41 are normalized precoding 
secrecy sum - rate very much comparing to averaging over 50 vectors for Bob and Charlie , respectively , such that v ' Ve = 1 
data transmissions ( indicated as “ Robust ( 50 ) ” ) . Therefore , 30 and vchvc = 1 , Wx - CN ( 0 , 0 ; 42 ) is the TxFJ signal , and 
the robust jamming control can also be implemented in Z , ECNNAxl is its precoding vector . We let z " zx = 1 . ( Note 
channels with low coherence times . that we assume N = 3 . However , this scheme can be easily 

In this embodiment , the present invention showed that the extended to a scenario where N > 3 . In that case , N4 - 2 
greedy friendly jamming is not an optimal approach to independent TxFJ signals , w ( 1 ) , . . . , W ( N4 - 2 ) are generated 
realize a secure network . This embodiment of the present 35 at Alice , and z WA is replaced by 
invention features a price - based jamming control that guar 
antees a local optimum for secrecy sum - rate . Simulations 
demonstrated a noticeable improvement in secrecy sum - rate 

( k ) , ( k ) by using pricing in jamming control . Uncertainty was then 
introduced in the eavesdropping channel and a robust 40 
method was designed . The robust jamming control can be 
used when the eavesdropper cannot be monitored in the Moreover , the RxFJ signals transmitted by Bob and Charlie 
network . are given by x : = W? , iE [ B , C ) , where w ; ~ CN ( 0 , 0 , 1 ) . Given 

the above , the received signals at Eve , Bob , and Charlie Example 2 

( NA - 2 ) 

LAWA . 
( k = 1 ) 

45 reduce to : 

50 

The following is a non - limiting example of a scenario ye = HAE % B $ B + H AEVSC + H AEZ AW 4 + hBEWpth CEWc + NE ( 76 ) 
where a transmitter sends two independent confidential data 
streams , intended to two legitimate users , in the presence of y ; = hAiV : ; th aiv , 9 ; th AIZAW A + H ; W ; + h ; ; w ; + n ; ( 86 ) an eavesdropper of an unknown location . 
System Model where in ( 8b ) [ i , j ] E [ B , C ] and izj . 
As shown in FIG . 8 , we consider a two - user broadcast To increase the communication rates , we consider zero 

channel in which Alice transmits two independent confiden forcing precoding for the information signal intended to Bob 
tial data streams to Bob and Charlie in the presence of Eve . such that it is cancelled out at Charlie , and vice versa . ( This 
Let the number of antennas at Alice and Eve ben and N Let the number of antennas at Alice and Eve be NA and Ne , 55 tech as technique also provides confidentiality for Bob ' s message at 
respectively . The intended receivers , Bob and Charlie , have Charlie and vice versa . ) Accordingly , we consider the fol 
FD radios , each with a single antenna [ 16b ] . Let x ECN4X1 lowing zero - forcing constraints . 
be Alice ' s transmit signal , which includes two information h ABVC = 0 ( 96 ) messages plus TxFJ . Let Xp and xc denote the transmit RxFJ 
signals from Bob and Charlie , respectively . The signals 60 
received by Bob , Charlie , and Eve are , respectively , given hacVB = 0 . ( 106 ) 
by : We note that has and hac should be linearly independent 

yB = h Apt Ath Boxb hcpt c + NB ( otherwise , the cancellation will occur at the intended 
receivers as well ) , and the independence occurs with prob 

Yc = hack + hBc & pthcotcunc ( 2b ) 65 ability 1 due to fading . Constraint in ( 9b ) ( also , ( 10b ) ) 
reduces the degrees of freedom for the selection of the 

YE = H AEX 4 + hBEXB + H CEX? + NE ( 36 ) precoder vc ( VB ) by one , leaving NA - 1 degrees of freedom . 

( 16 ) 
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As will be described herein , we discuss how to uniquely 
determine the “ optimal ” Vc ( VB ) that maximizes the infor RE . B de ( Sc ; YE | SB ) ( 18 ) 
mation rate at Charlie ( Bob ) . 

The TxFJ signal coming from Alice to Bob is designed to = log ( 1 + os HAECK - ' haec ) 
be orthogonal to the channel between them in order to 5 
improve SINR level at Bob . A similar constraint is also 
imposed on the TxFJ signal observed by Charlie . In other where hq , " HAEVB , HAEC " HEVC and 
words , we require 

h ABZA = 0 ( 11b ) 
10 K o HAEZAZ , HAb + o } , Be h?e + ois hCENCE + o? INF : ( i , j ) € 

haczA = 0 . ( 126 ) 
( B , C ) and i • j . 

It follows that 2 , E [ span ( h AB , had ] ' . 
We consider full - duplex radio design as introduced in 

[ 16b ] to eliminate the self - interference arising from the 15 These expressions correspond to employing an MMSE - SIC 
transmission of RxFJ signal wg at Bob ( wc at Charlie , decoder at Eve ( a sum - rate optimal receiver strategy ) , and 
respectively ) . In particular , we incorporate into the model a are utilized in the proof of secrecy . In particular , secrecy 
residual self - interference term using SIS ratio , defined as the precoding for the signals intended to Bob and Charlie are 
portion of self - interference left after suppression . This designed according to the leakage seen by the eavesdropper 
residual term is denoted with the scale factor aE [ 0 , 1 ] . n over the fading channels , i . e . , the required amount of ran 
Accordingly , ( 8b ) becomes : domization . The following theorem provides the resulting 

sum - rate . y ; = hAiv , S , + ah ; W ; + h ; ; W ; + n ; ( 13 ) Theorem 2 : An achievable secrecy sum - rate is given by 
With this communication scheme , by controlling the RxFJ 
powers at Bob and Charlie , we can manage the interferences Rsum = E [ [ R3 - Rep ] * + [ Rc - Re , cl * ] ( 196 ) 
they impose on each other . where the expectation is defined over different fading B . Achievable Secrecy Sum - Rate blocks . Let I ( X ; Y ) refer to the mutual information between any We note the followings : two signals X and Y . We let SgESB , SCESC , YBEYB , YCEYC , In the proposed coding scheme , the achievable secrecy and y FEYR . Given the communication scheme described in 
the previous section , the Alice - > Bob and Alice - > Charlie 30 rates at Bob and Charlie are given by RB 41 [ R3 - REB ] * ! 
links can support the following instantaneous mutual infor and RCS ) 2 E I [ Rc - Re . c ] * 1 respectively . As the sum - rate is mation expressions : considered , the asymmetric nature of secrecy rate penalties 

( E [ RB ] - RB ) vs . E [ Rcl - R " ) ) is immaterial . If equal rates 
35 are desired , for instance due to fairness constraints , a time 

Rp de ( SB ; YB ) = log ( 1 + SINRB ) division scheme can be implemented . That is , for half of the 
fading blocks , the scheme above can be used ; for the 
remaining blocks , one can use the same scheme but with 
RER = I ( SR ; YRIS ) and RES = I ( Sc ; Y . ) . This way , each user 

40 would achieve a secrecy rate given by Rum / 2 . 
Rc dd 1 ( Sc ; Yc ) = log ( 1 + SINRc ) ( 156 ) 42 Information leakage is bounded by the designed rate of 

the signal . For instance , for fading blocks where Eve ' s 
information rate on Bob ' s signal ( REB ) is higher than the where iE { B , C } , signal rate Re , there is no extra leakage ( additional rate 

45 penalty ) on the rate of the intended message . On the other 
hand , for the remaining fading blocks , where RB > REB , the oš ; \ h ai vil coding scheme capitalizes upon the inferior signal quality at 

akhil o } ; + Th jilo3 ; + 0 } the eavesdropper . This mechanism occurs on the fly , i . e . , 
without knowledge of Eve ' s CSI at Alice . 

50 If the network includes multiple eavesdroppers ( say , with Remark 1 : Later on , we incorporate the constraint SIN different channel fading distributions ) , the achieved sum rate R > < T , where T is a required minimum SINR level at Bob / can be modified as : Charlie . In that case , we assume R = log ( 1 + T ) , if SINR 2T , 
and zero otherwise , for iE { B , C } . 

The received signal at Eve becomes : 55 Rsum = min { E [ [ RB - RE , B ] + + [ Rc - Re , c ] ] } 
Ye = HAEYB $ + H AEVS cun 

( 146 ) 

SINR ; = 

55 " sum EEE FEE 
( 166 ) 

where n - - HAEZAWA + HBEW8 + HCEWc + ne : Regarding this 
signal , we utilize the following mutual information expres 
sions : 

( 176 ) 

where ? denotes the set of eavesdroppers . Later on , we 
consider different channel models ( protocol vs . path loss 

60 models ) , and we report the worst - case achieved secrecy rates 
( best possible eavesdropping ) . 

C . Optimization Formulation 
Given the achievable secrecy rate defined in Theorem 2 , 

our objective in this section is to maximize this rate by 
65 optimizing the power allocation to data and jamming sig 

nals , and designing the best possible beamforming vectors . 
The corresponding optimization formulation is given by : 

RE . B de 1 ( S8 ; YE ) 
= log ( 1 + ošanaEg ( osch AE c habc + K ) HAEB ) - 1 
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Rsum ( 205 ) 

im 

- = [ V 109lete to Please lo 

9 shows the secrecy sum - rate ( Rom ) versus a for three 
maximize Rsum different scenarios . The highest secrecy rate is achieved 

{ e } etošc + 0 % SPA . 03 $ PB : 03cspc } when both RxFJ and TxFJ is used . Rsum decreases with a 
since RxFJ affects the legitimate receivers ’ SINR . On the 

and subject to constraints ( 9b ) , ( 10b ) , ( 11b ) , ( 12b ) , and a 5 other hand , the value of a does not have much impact on the 
v tv8 = vc vc = z4 * 24 = 1 . secrecy rate when only TxFJ or RxFJ is used . Interestingly , 
At this point , we consider a practical assumption , which a slightly higher secrecy rate is achieved with the RxFJ - only 

enables us to solve the above optimization problem . We scheme compared to the TxFJ - only scheme , because there is 
assume that the SINR at Bob / Charlie must be greater than or 10 only one possibility for power allocation in the latter 
equal to T , otherwise RR and Rr will be equal to zero . As a scheme . Moreover , with the protocol model , only eaves 
result , we should allocate just enough power for the infor dropping locations inside the guard zoned of Bob and 
mation signals to satisfy this SINR threshold . The rest of the Charlie impact Rsum , ( since TxFJ is assumed to be nulled 
power budget at Alice can be used for TxFJ in order to inside these zones ) . Thus , increasing the power of TxFJ will 
decrease the SINR level at Eve as much as possible . There - 16 have no impact on Rum . On the other hand , when only RxFJ 
fore , we set SINR ; = T for iE { B , C ) . is used , the allocation of powers for the data and RXFJ 
We note that there is more than one possible linear signals can be optimized to achieve a higher Rsum . We will 

precoding vectors that satisfy the constraint h V = 0 , for later see a different behavior under the SINR model . 
( ij ) E ( B , C ) and izj . In this case , V ; should be chosen such To investigate the effect of the minimum required SINR 
that | h4 ; V ; l takes its maximum value . With this maximization 20 T , we set a to 0 . 1 . As seen from FIG . 10 , increasing T results 
( and the norm constraints on the beamforming vectors ) , we in higher R . for the three FJ schemes . Again , the combined 
can write oin ' and oir as functions of Osk and Osc for a Tx / Rx FJ scheme achieves the highest rate . The RxFJ - only 
given T and a . Then , o ; 2 is given by : scheme achieves a slightly better rate than that of the TxFJ 

only scheme , due to the same reasons mentioned before . OjA = P 1 - 03B - Osc ? ( 216 ) 25 B . SINR Model 
Now , the question is which beamforming vector for TxFJ In this section , we consider the so - called SINR interfer 

should be chosen . If Alice has 3 antennas ( N2 = 3 ) , then there ence model , where the channel gain from each transmit 
will be only one possible dimension such that ZAE [ span ( hAB AB antenna to each receive antenna is given by : 
h40 ) 1 - . IfN > 3 , we end up with a multidimensional solution 
space for Zg . In this case , 0 , 2 of can be evenly distributed 30 
among randomly chosen normalized vectors that are ( 226 ) SLAB + PLAB orthogonal to each other and that fully represent this space . H = / 10 
This way , we increase the effective region of TxFJ . Note that 
in this case , N4 - 2 independent TxFJ signals are generated at 
Alice , i . e . , one TxFJ signal for each orthogonal normalized 35 
vector . where the quantity between the parenthesis represents the 
Given the above setup , we can derive the optimal Rsum in large - scale fading effects , with SL dB and PL db representing 

terms of os , and os for a given T and a . the loss in dB due to shadowing and the path loss , respec 
Simulation Results tively . The second term , G ~ CN ( 0 , 1 ) , represents small - scale 
To demonstrate the efficacy of our design , we provide 40 fading effects . Shadowing is assumed to be log - normal with 

simulation results using N = 3 and N = 4 . The carrier fre - 8 dB standard deviation , SL JB - 8N ( 0 , 1 ) ; on the other hand , 
quency is set 2 . 4 GHz . Alice , Bob , and Charlie are located the path loss is modeled as PL R = - 20 logo ( d ) where d is 
at points ( 3 , 5 ) , ( 7 , 7 ) , and ( 7 , 3 ) , respectively , in a 10 meterx the distance between the transmit and receive antennas . We 
10 meter area . The transmit power budgets at Alice , Bob , set PA = 100 dB , PB = 10 dB , and P = 10 dB , are normalized to 
and Charlie , normalized to the noise power , are taken as 45 the noise power . We consider full self - interference suppres 
P4 = 100 dB , PB = 10 dB , and Pc = 10 dB , respectively . Unless sion and T = 5 dB . In TxFJ - only case , the receivers have no 
stated otherwise , we set SINRE = SIN = 5 dB and a = 0 . 1 power , and is set to 120 dB to maintain the total power 
( partial SIS ) . Two interference models are considered : pro budget in the network . 
tocol model and SINR model . FIGS . 11 , 12 and 13 show the contours of the achievable 

A . Protocol Model secrecy sum - rate according to Eve ' s location under three In the protocol model , Eve ' s location is not known ; different FJ schemes . In each figure , the locations of Alice , however , if she is located inside a “ vulnerability zone ” of the Bob and Charlie are specified . We make a few observations . legitimate receivers , she is immune to TxFJ . Since Alice First , in FIG . 12 , the contour lines have a circular shape employs zero forcing to cancel the TxFJ signal at both Bob 
and Charlie , this signal will be weak in that area . The authors 55 around Alice , as expected , since only TxFJ is used . On the 
in [ 17b ] showed that a guard ( vulnerability ) zone of 19 other hand , in FIG . 11 , the contour lines are not symmetric 
wavelengths around a legitimate receiver is required to around Alice . Rather , they are ellipsoid - like with right 
prevent eavesdropping . In our simulations , the guard zone is centres around Alice , since RxFJ pushes the contour lines 
set to 10 wavelengths . We further assume that RxFJ has no towards Alice . As a result , the performance of RxFJ + TxFJ is 
effect outside this guard zone since the power of the RxFJ 60 always better than the others even if the total power budget 
signal has to be small by design ( especially , when SIS is is kept constant . In FIG . 13 , the contours have a circular 
imperfect ) . Rayleigh fading is assumed , so all channel shape around Alice except for when they are near to Bob and 
entries are i . i . d . Circularly Symmetric Gaussian random Charlie . When Eve is between Alice and Bob / Charlie or 
variables ( 0 , 1 ) . When we only use TxFJ , Alice ' s normalized farther from Bob / Charlie , the TxFJ - only scheme achieves a 
power budget is taken as 120 dB to make a fair comparison . 65 higher secrecy sum - rate than the RxFJ - only scheme . How 

With the above setting , the simulation run is repeated ever , if Eve is around the receivers , the performance of both 
10000 times , each time with a different channel entries . FIG . schemes is similar since RxFJ degrades the SINR of Eve . 

XUM 

50 
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( 25b ) 20 C ] * and bu 

Proof of Theorem 2 - continued 
Encoder : Here , we design the codewords ( signals ) and 

Sc carrying the secure messages to Bob and Charlie ( MB = HM , Mc ) – HCX $ 17 ) - and Mc ) , respectively . The encoding is designed such that 
PB . ; = Prob [ M + M ] > ( ) as N - > where M ; is the estimate of 5 ( X ; Y H ) ] + H ( XV Y? , Mg , Mc , H ) M , at receiver i , and 

H M , Mc ) – ? ( T ( CR ) – Ris ] ) + 
( 236 ) l ( MB , Mc ; ZN | H ) ? 0 , 10 T ( IR - R , cl * ) ) + H ( X " | Y? , Mg , Mc , H ) 

© H ( XY Y? , Mg , Mc , H ) 
as N™ ( here , H refers to channel states ) . This is the 
secrecy constraint implying that the mutual information 
leakage rate to the eavesdropper is made vanishing as the 
number of channel uses , N , gets large . where ( a ) follows as H ( Mg , McIX , , ZN , H ) 20 , where X The channels given in ( 13b ) and ( 16b ) can be summarized AVB SB + VCSc . ( b ) follows due to memoryless channel 

and independence signals . ( c ) follows by choosing secrecy 
ye = bgspº + net ) ( 246 ) rates H ( MB ) = JTE [ RR - Reblº and H ( MC ) = JTE [ R . - RE , 

d ] * and by taking J > 0 and T > 0 , as time average con yoUt ) = hcWits V . A ) + n Virt ) verges to expected value due to ergodicity of the channel . ( d ) 
y = Gv = h • s? + h G - s G + + 6 + ) , ( 266 ) follows by Fano ' s inequality as the eavesdropper can decode 

signals Sp and sc by employing a list decoding ( similar to where ( j , t ) indicates channel coherence interval ( fading [ 14b ] ) . In particular , consider H ( X IZN , MB , MC , H ) = H block ) jE [ 1 , . . . , J ] and time instant tE [ 1 , . . . , T ] . That is , 25 ( SBNZNMB , MC , H ) + H ( SNIZNS , M , MB , MC , H ) . Here , both channel use index n = ( - 1 ) T + t for ( j , t ) - th channel use , and 25 terms on the right can be shown to be vanishing if the total number of channel uses is N = JT . This is a block fading secrecy rates RBS and Rc satisfy RBS = E [ RX - Reb ' ] - 8 and interference channel where interference links are removed , RCS = E [ R - RE . . ] * - 8 . Then , Fano ' s inequality will imply and we ' ll use techniques in [ 15b ] and [ 14b ] to build encoder . that 
In particular , the signals SB and sc share the randomness 
needed to confuse the eavesdropper as in [ 14b ] and designed 30 
as in [ 15b ] to overcome fading limitations and absence of ( 286 ) eavesdropper CSI . jl ( MB , Mc ; ZN | H ) se 

Let Rg = I ( SB ; YB | H ) = * [ log ( 1 + SINRB ) ] . We generate 
all binary sequences ( VB ) each of length N , RB , and then , 
independently assign each of them uniformly randomly to 35 for arbitrarily small E as N > 00 , which proves the secrecy . 
one of 2nRg groups . Given the secret message Mge In this embodiment , we considered the scenario where a 
{ 1 , . . . , 2nKB " } , a sequence v . , is randomly selected from the transmitter sends two independent confidential data streams , 
group Mg . This VB is divided into J blocks VB = [ VB ( 1 ) , . . . , intended to two legitimate users , in presence of an eaves 
ve ( i ) , . . . , VB ( J ) ] , where each block vo ( j ) has T log ( 1 + dropper of an unknown location . With the knowledge of that 
SINR , 0 ) ) bits , and transmitted in i - th fading block . To 40 the security applications require guard zones around receiv 
transmit these bits in block i . Alice uses random Gaussian ers up to 19 wavelengths , we proposed using RxFJ along 
codebook consisting of 2T log ( 1 + SINR } " ) codewords s . b ) each with TxFJ . That way , even if an eavesdropper has a highly 
of length T . Then , the transmitted signal is given by s N = correlated channel with that of any legitimate receiver and is 
( SB ) , . . . , 58° ) ) . A similar scheme is used to construct the able to cancel out TxFJ , RxFJ keeps providing confidenti 
signal sc . 45 ality for the information messages . TxFJ is still needed since 
Decoder : Bob can decode each message for j - th fading a transmitter generally has much more power than mobile 

block ( as the rate supports channel capacity ) , and jointly receivers . Therefore , it can provide PHY security over a 
typical decoding will succeed with high probability as larger area . To be able to send RxFJ from the receivers , we 
T > 0 . Then , union bound will imply that all messages can considered full - duplex receivers , but with one antenna per 
be recovered , from which vo can be reconstructed and the 50 receiver . These receivers are capable of partial / complete 
bin index Mg can be declared as the decoded message . self - interference suppression . 
Charlie will use the same scheme to reliably decode Mr . We used zero - forcing technique not only to remove the 

Security : ( Proof Sketch ) Consider the following : TxFJ interference at intended receivers but also to hide the 
information messages from the unintended receivers . An 

55 optimization problem was formulated for the power alloca 
I ( MB , MC ; Y? | H ) = H ( MB , MC | H ) – H ( MB , McIYÊ , H ) tions of the two information signals , the TxFJ signal , and the 

two RxFJ signals with the goal of maximizing the secrecy 
* H ( MB , Mc | H ) – I ( MB , Mc ; x | YÊ , H ) sum - rate . Assuming that the legitimate links demand a 

certain SINR such that their achieved data rates remain 
= H ( M5 , Mc ) – H ( XH | Y? , H ) + 60 constant , and they achieve no data rate below this SINR 

H ( x | Y? , Mg , Mc , H ) threshold , we provided the optimal solution for this problem . 

H ( M3 , Mc ) - SHix , 1 ; 7 ) | YEj , 1 : 7 ) , H ) + Example 3 

65 The following is a non - limiting example of friendly 
H ( XX | YÊ " , M5 , Mc , H ) jamming for PHY - layer security in small - scale multi - link 

wireless networks in the presence of eavesdroppers . 

( 27b ) 
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Distributed MIMO for FJ Nullification PAU , P = | | F3 | 12 be the jamming power of the jth FJ device . We 
If the FJ signals are to be generated by the same MIMO explicitly derive these dependencies by solving ; = 1 ̂ h , t = 0 , 

node ( e . g . , Alice ) , then the phases of these signals can be Vi = 1 , . . . , M . It turns out that each jamming power must be 
easily controlled to provide the desired nullification . A set of a linear function of P , as follows : 
FJ signals can add destructively and nullify each other at an 5 
intended receiver if these signals , each of which traverses a P = 0P , Vj = 2 , . . . ( 40 ) 
different channel , are received out - of - phase and sum up to where w ; is the scalar ratio between P ; and P1 . zero . To achieve this , techniques such as zero - forcing beam Network Model and Problem Formulation forming are employed to determine the phase and amplitude We consider a static multi - link network , consisting of an of each FJ signal at the transmit antennas . However , in 10 arbitrary number of legitimate nodes , each equipped with an general , FJ signals may be produced by different devices that omni - directional antenna . These nodes form a set of links L . do not share a reference clock and so are not synchronous . Each link consists of a source ( Alice ) and a destination Hence , the signals transmitted from distributed FJ nodes ( Bob ) . This general multi - link network model accommo may experience unknown random delays . In this section , we dates both P2P and multihop scenarios . For the P2P scenario , explain how we synchronize FJ devices , each equipped with 15 L consists of several independent single - hop links , connect a single antenna , and establish the sufficient conditions on ing different Alice - Bob pairs . In the multihop case , L con the jamming signals to ensure nullification of FJ signals at tains specific links that form several paths between various 
all legitimate receivers . pairs of nodes . Along with the set L , there is a finite set e A . Synchronization of FJ Devices of eavesdropping locations and a set L of FJ nodes . We To enable synchronized FJ devices , we exploit Source - 20 adopt a 2 - D discrete model for the points in ? [ 6c ] , [ 7c ] . The Sync ' s synchronization protocol proposed and empirically probability that an eavesdropper is in location eE? is demonstrated in [ 9c ] for OFDM systems . According to this denoted by pe . Even though this model assumes some method , a set of distributed cooperative transmitters chooses ( probabilistic ) knowledge of the eavesdroppers ' locations , it a leader , who initiates the synchronization process by trans can represent numerous scenarios by adjusting the number 
mitting an OFDM - based sync header . Using the phase 25 of locations and the probability assigned to each location . 
offsets measured across different subcarriers , each cooper The number of FJ devices can be less than or greater than ating transmitter can estimate the exact arrival time of the [ ? ] . In this embodiment , however , we only consider the case sync header . Based on the estimated RTT between each when l?l > \ L I , since the solution for the other cases is trivial : transmitter and the leader , and the switching time from Rx Assign an FJ node to each of the possible eavesdropping 
mode to Tx , each transmitter synchronizes in time with the 30 locations . In contrast to previous research [ 6c ] , [ 7c ] , we leader . Finally , considering the propagation delay of the assume that there can be more than one eavesdropping cooperative transmitters to the receiver , each transmitter location per active link , i . e . , E P . can be greater than one . selects a transmission time so as to synchronize the arrival A . Problem Formulation 
of all the transmissions at the receiver . We formulate the optimal placement and power allocation B . Nullification of FJ Signals 35 problem for the FJ devices such that the average SINR at Assuming that the distributed FJ nodes have been syn each location e is less than a threshold it , and FJ interference chronized , the amplitudes / phases of their signals must be is nullified at legitimate receivers . We consider the case of adjusted to cancel out at the legitimate receivers . Consider cooperative FJ whereby FJ devices cooperatively nullify 
M legitimate receivers and N FJ nodes . The channel is their jamming signals at all | L | receivers , even if only a characterized by an MxN channel matrix H = [ hi ; where hij 40 subse Shij 40 subset of these receivers are active . We employ the Source is the channel coefficient between receiver i and transmitter Sync protocol [ 9c ] to synchronize the FJ devices . Source j . By setting N = M + 1 , we can guarantee a nonempty null Sync was initially designed to exploit sender diversity by space for the channel matrix H [ 3c ] . Let y be an M - by - 1 transmitting the same packet from multiple cooperative vector that represents only the received FJ signals at the M senders . However , in our design , we leverage it to sync the receivers , lett be an N - by - 1 vector that represents the 45 45 FJ nodes . The leader will be an active data transmitter transmitted signals from the N FJ antennas , and let F ( Alice ) , who sends a sync header together with a random m represent the N - by - 1 precoding vector ( precoder ) of the FJ before its main transmission . The power of the sync - head signal . er ' s transmission must be adjusted to reach all FJ nodes . At any time instant ( time index is dropped for simplicity ) Following the receipt of this header , FJ nodes calculate their and ignoring the effect of noise , we have : transmission times to synchronize and create a null region 

y = Ht = HFm around all | L | receivers . 
Henceforth , when we say Alice and Bob we mean the where m denotes a random complex scalar at the current transmitter and respective receiver of a specific link 1EL , time and | | m | 1 = 1 . The Singular Value Decomposition ( SVD ) respectively . Because the FJ signals are nullified at Bob , the 

of H can be obtained as transmission power of Alice is only a function of the SINR 
H = UMxM?MXNVMxNT threshold at Bob and the distance between Alice and Bob of 

link 1 , denoted by d ; ( assuming a pathloss channel model ) . Thus , y can be expressed as : Therefore , to maintain the SINR at Bob some threshold ß , 
y = U2Vt . ( 36 ) 60 the minimum transmission power at Alice of link 1 , denoted 

ou by P7 , is given by : If the jamming precoder F lies in the null space of H , then 
y = Ht = 0 . In our design , we select F as the rightmost column 
of the matrix V , i . e . , the kernel of H . For a given total budget Noß Noß on the jamming power and a given m , the precoder F 
determines the phase of each of the FJ signals and implies 65 
some dependencies between their jamming powers so that 
they add up destructively at the legitimate receivers . Let where N is AWGN power and a is the pathloss exponent . 

( 1c ) 

( 2c ) 

( 50 ) P1 = dia : 
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For the case of cooperative jamming , the SINR at Bob 
( SINR ) is given by : 

f ( x1 , x2 , . . . , Xn ) = xîl x 2 . . . Men 
( 100 ) 

i = 1 

( 60 ) 5 SINR = Povo where Q1 , A2 , . . . , 0 , an are some real - valued numbers . A 
function h is said to be polynomial in the variables X , 
X2 , . . . . , X , if it can be written as a linear combination of 
monomials , i . e . , The optimization problem can now be stated as follows : 

10 

( 70 ) Pl : minimize Pi 
{ x j » 9 ; , PjVjEI ) jch ( 110 ) M681 , 3 . . . , ton ) = ECA fi ( 81 , 82 , . , h ( X1 , X2 , . . . , xn ) = 1 , X2 , . . . , xn ) 

k = 1 

subject to C1 : PeSINR ST , Ve EE , VIEL 
15 

c2 : Šmit ; = 0 , i = 1 , . . . , 141 

25 
( 8C ) 

SINRC = 
JET 

where czER - and fk is monomial in the variables X1 , 
X2 , . . . , Xn 

Geometric program is a class of non - convex , non - linear 
optimization problems that can be written in the following 

where ( X ; , y ; ) are the Cartesian coordinates of FJ node j . 20 standard form [ 10c , [ 11c ] : 
Constraints C1 and C2 represent the secrecy and nullifica 
tion constraints , respectively . When link 1 is active , the SINR 
at eavesdropper e ( SINR ) is given by : minimize ho ( x ) 

subject to cl : h ( x ) < fi ( x ) , i = 1 , 2 , . . . , 
C2 : ge ( x ) = g ( x ) , k = 1 , 2 , . . . , K Pueden 

No + I P ; djes 
where x4 ( X1 , X2 , . . . , xn ) ; h , and h ; are posynomials ; I and 
K are two arbitrary integer numbers ; and f , g , and are 

where a is the pathloss exponent , daet is the distance 30 30 monomials . Note that by change of variables , the standard 
form geometric program can be transformed into a convex between Alice ( of link 1 ) and eavesdropping location e , and problem , thus a global optimum can be computed efficiently . die is the distance between the FJ node j and eavesdropper e . The standard form geometric program requires that each 

Note that j , e , and hence die are not associated with a specific and every posynomial be upper bounded by a monomial . 
link 1 . Signomial programming is a generalized form of posyno 
We propose two schemes based on formulation P1 : per - > mial geometric programming in which the posynomials may 

link and network - wide schemes . For the per - link scheme , be lower bounded by monomials . Signomial problems can 
the problem is solved independently for each link . In this not be transformed to convex problems through a change of 
case , we have | L | independent problems . For each of these variables ; they are non - linear , non - convex problems that are 
problems , the secrecy and nullification constraints are con - 40 generally NP - hard . One approach of solving signomial 
sidered only for a specific link 1 , i . e . , | L = 1 . To ensure a programs is by using condensation techniques [ 12c ] , which 
nonempty nullspace for the channel matrix H , IL | has to be approximate any posynomial function into a monomial 

function . This approximation reduces the problem to the greater than ( L ) . This implies that in the per - link scheme , standard geometric form . 1 in each problem must contain a minimum of two FJ Proposition III . 1 . Problem P1 is a signomial programming nodes . Hence , we need at least 2 | L | FJ nodes to secure all 45 all 45 problem with l?l + / L signomial constraints . links . For the network - wide scheme , all links and FJ devices Proof . The objective function is a summation of linear are simultaneously considered in the secrecy and nullifica variables ( i . e . , Eie : P : ) ) . As for the secrecy constraint , we 
tion constraints , i . e . , we jointly optimize over all links in the have VeE? : 
set £ . One advantage of this scheme is that we only PeSINR SI ( 120 ) need | L | + 1 FJ nodes to ensure that the jamming signals are 50 
nullified at all | L | legitimate receivers . 

Considering the network - wide scheme and assuming that Puiden the locations of legitimate nodes are known and P , is known 
VIEL . Thus , the first constraint can be reformulated as : 

ne DO 

( 130 ) 

pe Notes No + { Pida 57 a je 

55 

max Ptdael sov D da ( 90 ) 
Cl : Re N , + 2 Psdje 

JEL 
* * Pen + Pid - a SA , Vee E . 

JET ( 140 ) 
60 pe pagina sanoat me te them to you 

B . Signomial Programming 
Before we explain how the optimization problem P1 can 

be solved , we take a detour and discuss a class of optimi 
zation problems known as signomial programming . A func - 65 ( Pepi , laet da da , . . . dom , s No ( doda , . . . del ) + 
tion f is said to be monomial in the variables X1 , 
X2 , . . . , Xn , if : 

- ( 150 ) 
T 
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- continued Consider the following generalized reversed geometric 

P1 ( ??e . . . dgle ) + . . . + Pigi ( diedne . . . dô11 11e ) program : 
minimize x . 
subject to 

5 

( 160 ) ( 230 ) ( papier J & = x _ { [ ] ) } , " 11 * ( 160 ) Pets 1 P ( x ) 
JEJ i # j 

10 

In Pd - a Peptidae , ( 17c ) ( preparera ) JA 
where x , is a linear objective function , and both Q ( x ) and 
P ( x ) are posynomials . The objective is to condense P ( x ) into 
a monomial . The resulting constraint is a posynomial that is 
upper - bounded by a monomial , i . e . , it is in a standard convex 

15 form of a geometric program . 
Using condensation techniques , P ( x ) can be written as a 

weighted sum of monomials : 

je? 
- < 1 , 

+ M ( 1 . 6 % + 0 * * JET LET 
jeT i # j 

( 240 ) which is in the form of : 20 

Plu ) = ?P6 = EN P ( x ) = P ( x ) = 
n = 0 i = 1 

PU ) 51 

Pro = ?P ) = P ( X ) = P ( x ) = 

( 180 ) 
25 where c ; is a positive number that represents the weight of 

the ith term , N denotes the number of variables , and dine 
where Q ( x ) and P ( x ) are monomial and posynomial , respec - L is the exponent associated with the nth variable in the ith 
tively . term of the posynomial . 

It follows that our formulation belongs to the category of Let P ; ( x ) = U ; . It follows that 
signomial programming , in which the posynomial is lower - 30 
bounded by a monomial . The same analysis can be applied 
to the nullification constraint to show that it also represents 
| L | reversed posynomial constraints . 
Solution Based on Condensation Techniques 

In this section , we attempt to solve P1 in a sub - optimal 35 
fashion by approximating the signomial problem as a stan Using the arithmetic / geometric inequality , P ( x ) can be writ 

ten as : dard geometric program using condensation techniques . The 
basic idea in condensation is to approximate a multi - term 
posynomial by a monomial or by a single - term function an ( 250 ) [ 12c ] . The arithmetic / geometric mean inequality is the key P ( x ) > element in the condensation process . It is given by the 
following expression : 

i = 1 

P2 [ CS 
i = 1 

45 where d ; is defined as : ( 19€ ) 45 where 
di Vi + V2 + . . . + x V4 2 V V 2 . . . V * = TV i = 1 

( 260 ) 
0 ; = 

P ( x * ) 
P ( x * ) 

where k is the number of terms and Vi , D , ER + for i = 1 , 50 
2 , . . . , k . Let U ; 2 0 ; V ; . Then , and x * is the solution vector of the last condensation 

iteration . After some basic manipulation , we end up with the 
following inequality : 

( 206 ) 
55 

L1 = 1 in P ; ( * * ) ( 270 ) i = 1 Masz mos | | ( ) * P ( x * ) P ( x ) > P ( x * ) un ) 
U > 0 , 0 , > 0 ( 210 ) 60 

where P ( x * ) , IL , X ' n , and X : = " Q ; P ; ( * * ) are all known quan 
tities given that x * is known . 

( 220 ) Given the inequality ( 27c ) , the solution space of the 
condensed problem is entirely contained in the solution 

65 space of the original problem . It follows that any optimal 
solution to the condensed problem is essentially a feasible 
but not necessary optimal solution to the original problem 

20 = 1 . 
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( x ' is an upper bound on the minimum value of the objective Tx - based FJ : In this scheme , FJ nodes are co - located with 
function of the original problem ) . the transmitter , which could be a MIMO transmitter with 

The solution to the original problem can be heuristically some antennas dedicated to the FJ . 
found by iteratively updating the parameters of the con Rx - based FJ : In this case , the FJ nodes are placed at 
densed problem and solving it . For each iteration , we use the full - duplex receivers with perfect self - interference cancel 
optimal solution of the previous condensed problem to lation . 
update the approximation parameters , and so on until we Centroid : Here , the EJ nodes are placed at the centroid of 
converge to the optimal solution of the original problem . all potential eavesdropping locations . 
Because the problem is non - convex , the algorithm may 10 O Collectively , we refer to the above three schemes by fixed converge to a local minima . Improving signomial program 
ming algorithms to avoid being stuck at a local minimum is placement schemes . As shown in FIG . 16 , our proposed 

per - link P2P scheme outperforms the fixed - placement left for future work . x ' is initially chosen as a feasible vector 
to the main problem . schemes achieving 55 % - 99 % reduction in power consump 

tion . The centroid scheme is the worst in terms of power Secure Routing Problem 15 consumption because FJ nodes are located far away from 
Considering the per - link scheme jointly optimizing the data transmitters . Thus , these FJ nodes need to increase their 

transmission powers and locations of the FJ devices in the powers to cover eavesdropping points around data transmit 
multihop scenario , we propose to use the total FJ power ters . 
needed to secure each link as the link weight . Thus , for link 20 To illustrate the outcome of the proposed per - link P2P 
IEL , its weight is : case , we consider a network of one link ( i . e . , \ LI = 1 ) , as 

shown in FIG . 17 . Numbers close to each node in this figure 
represent the amount of interference caused by the FJ nodes 

w ( I ) = P . it on that node . In FIG . 18 , we show the change in the jamming 
power for each of the FJ nodes of FIG . 17 along with their 
total jamming power as a function of the optimization 

By securing each hop , end - to - end secrecy is achieved iteration . The increase of P . ; 2 may look counterintuitive 
because FJ2 is moving towards Evel and Eve2 . FJ1 moves [ 5c ] , [ 13c ] . At the same time , the quality of service is closer to Bob as it moves towards Eve3 and Eve4 to reduce 

ensured by having the SINR at each end of a link lower - » P : required to suppress them . According to Eq . 4c , P ; 2 = P ; 1 
bounded by B . To find a secure path P with minimum total ( hu / h 2 ) ; thus , as FJ1 moves closer to Bob , Piz increases 
FJ power for a given source and destination , we run the quadratically with h / h 2 . This prevents FJ2 from moving 
shortest path algorithm with respect to the metric w . The cost closer to Evel and Eve2 because the objective is to minimize 
of the resultant path c ( P ) is calculated as follows : 35 35 the total jamming power . 

In FIG . 19 , we vary lel for the two - link P2P case and study c ( P ) - EjepW ( 1 ) . the performance of our proposed per - link scheme in terms of 
Performance Evaluation power consumption . Our proposed scheme is shown to 

The simulation results of the perlink optimization strategy reduce power consumption by 54 % - 96 % compared to fixed 
40 placement schemes . It can be noted that the jamming power ( both P2P and multihop ) are provided herein . We also for the Tx - based FJ scheme does not scale with the number 

compare the per - link P2P to the network - wide P2P sce of eavesdroppers . This is because FJ nodes are located very 
narios . We set a = 2 and pe = 0 . 5 for each eavesdropping close to data transmitters , thus jamming power will be a 
location , B = 1 and 1 = 1 . The number of condensation itera function of the transmit power ( in P1 substitute die = dac? 

45 VjEJ ) . Note that the transmit power P . ; does not scale with tions is set to 100 . All power values are normalized with the number of the eavesdroppers . 
respect to No ( the power of the AWGN ) . FJ nodes are 2 Interference at Legitimate Receivers : Because FJ nul 
initially placed at the locations of the data transmitters , but lificatio lification is incorporated in our formulation , the SINR at the 
gradually re - positioned depending on the outcome of the 50 receiver of any link should not be less than ß . Considering 
optimization procedure . The simulations are performed the example in FIG . 17 , the SINR at Bob in the proposed 
using the CVX package in MATLAB . per - link scheme was maintained at 1 with received jamming 

A . Per - Link , P2P Simulations power of 2 . 7x10 - 6 . For the Tx - based and centroid schemes , 
We first study the performance of our proposed per - link 55 how per - link ss however , FJ is hardly nullified and the SINR goes down to 

scheme for P2P scenarios in terms of power consumption 0 . 5 dB , which means that Bob is unable to decode Alice ' s 
and interference at legitimate receivers . The network con 
sists of 1 to 5 unidirectional links ( see FIG . 15 ) . The set of B . Per - Link , Multihop ( Routing ) Simulations 
eavesdropping locations is indicated by the diamonds in 60 We simulate a multihop network consisting of three 
FIG . 15 . The network is deployed on a grid of dimensions interconnected and bidirectional links , as shown in FIG . 20 . 
21LI + 1 ) x5 ( e . g . , when | L1 = 1 , we simulate a grid of dimen - We calculate the minimum energy route and its associated 
sion 3x5 , with four potential eavesdropping locations ) . jamming power for a packet transmitted from node 1 to node 

1 ) Power Consumption : We compare our proposed per - 65 6 along a multipath route . We also calculate E c ( P ) for all 
link P2P scheme with the following schemes that use fixed possible paths P ( i . e . , all possible Tx - Rx pairs ) . A summary 
locations for the FJ devices : of the results is shown in Table I . 

h 
me 
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TABLE I 

COMPARISON OF THE PROPOSED PER - LINK SCHEME AND THE 
FIXED - PLACEMENT SCHEMES IN TERMS OF THE COST OF THE MINIMUM 

ENERGY PATH 
Proposed Tx - based FJ Centroid Rx - based FJ 

1 - 2 - 4 - 6 Path 
Cost 
E [ c ( P ) ) 

1 - 2 - 4 - 6 
48 
26 . 7 

1 - 3 - 4 - 6 
128 
75 . 5 
128 

1 - 2 - 4 - 6 
304 
167 . 5 5 . 5 5 . 5 

15 

C . Network - Wide Simulation Results 
To study the energy efficiency of our network - wide opti - 

mization strategy , we compare our proposed per - link P2P 
and network - wide P2P schemes in terms of the total jam - 
ming power required to cover the whole network . As shown 
in FIG . 21 , the network - wide scheme reduces power con 
sumption by 14 % - 38 % relative to the per - link scheme . Note 
that the network - wide scheme allows for simultaneous 20 
operations of different links because it ensures the nullifi 
cation of the FJ signals at all legitimate receivers . 

This embodiment of the present invention exploits 
friendly jamming for PHY - layer security in small - scale 
multi - link wireless networks in the presence of eavesdrop - 25 
pers . We jointly optimize the powers and locations of the 
friendly jamming nodes so as to minimize the total jamming 
power required to secure legitimate transmissions . Distrib 
uted MIMO techniques are used to nullify the friendly 
jamming signals at legitimate receivers . A signomial pro - 30 
gramming problem was formulated and approximated as a 
convex geometric programming problem using condensa 
tion techniques . We then proposed two optimization strate 
gies : per - link and network - wide ( all links jointly ) . It was 
shown that our per - link scheme outperforms previous 35 
schemes in terms of energy efficiency ( 55 - 99 percent power 
saving ) . Moreover , the network - wide optimization was 
shown to be more energy - efficient than per - link scheme 
( 14 - 38 percent additional power saving ) and also requires 
about half the number of friendly jamming nodes than 40 
per - link optimization . For multihop scenarios , we proposed 
a routing metric that finds a secure path that requires 
minimal jamming power . 

As used herein , the term “ about ” refers to plus or minus 
10 % of the referenced number . 45 

Various modifications of the invention , in addition to 
those described herein , will be apparent to those skilled in 
the art from the foregoing description . Such modifications 
are also intended to fall within the scope of the appended 
claims . Each reference cited in the present application is 50 
incorporated herein by reference in its entirety . 

Although there has been shown and described the pre 
ferred embodiment of the present invention , it will be readily 
apparent to those skilled in the art that modifications may be 
made thereto which do not exceed the scope of the appended 55 
claims . Therefore , the scope of the invention is only to be 
limited by the following claims . Reference numbers recited 
in the claims are exemplary and for ease of review by the 
patent office only , and are not limiting in any way . In some 
embodiments , the figures presented in this patent application 60 
are drawn to scale , including the angles , ratios of dimen 
sions , etc . In some embodiments , the figures are represen 
tative only and the claims are not limited by the dimensions 
of the figures . In some embodiments , descriptions of the 
inventions described herein using the phrase " comprising ” 65 
includes embodiments that could be described as “ consisting 
of ” , and as such the written description requirement for 

claiming one or more embodiments of the present invention 
using the phrase " consisting of ” is met . 

The reference numbers recited in the below claims are 
solely for ease of examination of this patent application , and 
are exemplary , and are not intended in any way to limit the 
scope of the claims to the particular features having the 
corresponding reference numbers in the drawings . 
What is claimed is : 
1 . A resource - efficient distributed friendly jamming ( FJ ) 

system for secure wireless communications , the FJ system 
comprising : 

( a ) two or more wireless links , each wireless link com 
prising a transmitting mobile device and a correspond 
ing receiving mobile device , wherein each wireless link 
independently accomplishes a transmission and a 
reception of an information signal in the presence of 
one or more eavesdroppers , 

wherein each transmitting mobile device transmits the 
information signal to the corresponding receiving 
mobile device , wherein each transmitting mobile 
device is aware of a location of the corresponding 
receiving mobile device , 

wherein each receiving mobile device has a secrecy rate , 
where the secrecy rate is a data rate at which the 
information signal can be securely received by a receiv 
ing mobile device when the one or more eavesdroppers 
of unknown locations is present ; and 

( b ) a precoder embedded in each transmitting mobile 
device , wherein the precoder utilizes a set of signal 
processing algorithms for precoding the information 
signal before transmission to the corresponding receiv 
ing mobile device , 

wherein each transmitting mobile device transmits an 
artificial noise ( AN ) signal ( for friendly jamming ) 
along with the information signal to the corresponding 
receiving mobile device , wherein each precoder utilizes 
the set of signal processing algorithms for precoding 
the AN signal before transmission to the corresponding 
receiving mobile device , wherein each AN signal is 
precoded such that an interference effect at the corre 
sponding receiving mobile device is nullified but the 
interference effect at any other receiving mobile device 
is nonzero , 

wherein , for a single wireless link of the two or more 
wireless links , as a power of the AN signal is increased 
at the transmitting mobile device the secrecy rate of the 
corresponding receiving mobile device is also 
increased , wherein said increase in the power of the AN 
signal of the single wireless link causes a decrease in 
the secrecy rate of other wireless links in the system , 
resulting in a penalty ( price ) imposed on each trans 
mitting mobile device when sending an AN signal to 
the corresponding receiving mobile device , wherein the 
transmitting mobile device pays a higher penalty for 
increasing the power of the AN signal , 
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wherein each transmitting mobile device competes to 
maximize a utility function , where the utility function 
is the secrecy rate ( within a given wireless link ) minus 
the price paid for generating the AN signal , 

wherein at equilibrium , a reduction in the power of the 5 
AN signal increases a sum of the secrecy rates of other 
receiving devices in the system . 

2 . The system of claim 1 , wherein each transmitting 
mobile device of the two or more wireless links has two or 
more antennas and each corresponding receiving mobile 10 
device has one or more antennas , 
wherein each transmitting mobile device simultaneously 

transmits the information signal and the AN signal , via 
the two or more antennas , to the corresponding receiv 
ing mobile device , wherein the corresponding receiving 15 
mobile device receives the information signal and the 
AN signal via the one or more antennas . 

3 . The system of claim 1 , wherein the precoder of each 
transmitting mobile device precodes the AN signal such that : 
the AN signal at the corresponding receiving mobile device 20 
is zero , the AN signal at other receiving mobile devices 
within the system is reduced , and the AN signal at unin 
tended receiving devices ( of the one or more eavesdroppers ) 
is maximized . 

25 * * * * * 


