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;| = | The Sketchy Cybersecurity News from RI1
: | Remember: -
@ ‘-_ “If you read it here,
| it's probably Sketchy!"”

Happy Newvambsar, Tigers!

Walooma to the seeond sdithon of the Bkatehy
Cybersssurity Nows from RIT. This month's
topbe 1s Man in the Middle attacks,

With Thankagiving, football, lamily got-togathers,
and all of these erazy Black Priday deals, the
month of Novembar can get a lttle heatle

Wa're hers to romind you to atay vigilant

ondline and not fall vietim to Sketehy's tricks,

MITM Man in the Middle Attack: a form of active wiretapping attack in which the attacker intercepts and selectively modifies communicated data
1o masquerade &% one or more of the ertities involved in 3 communication avodation. The most common MITM attadk is when an attadker

oreates.a fakm kogin page for 3 website you frequently use, dircts you to that page theough a phishing emai, and then steaks yoir information,

such &% wour usemame, pasvwornd, o ciedit card numbier; before redinecing you 10 your intended website.

Why do MITM attacks still work?
MITM attaoks still work because they are based on deception and sockal enginesring
Bocial englnsering is & form of manipolation that Irvalves fving up Informatiog = -""l
Sockal enginesrs use various tactos to convines you to cliek a link directing G -
P you b0 & fake, but familiar [ooking webatte, The attack still works beoause the hacker
- * The [rst MITM attsnk | dossn't break Into anything, they just take advantage of your trust though wrdenay and
took placein 1905 when | seasonable requests, Usualy, they peetand Lo be a friend, coworler, ar famillar store
] {ughistne Marconi's radis. asking for shipping or payment updates. You might bellews it's & reasonable request and Jog]
RPN (Basiags wad lnkeresntad. I an affort to speed up any delayped processes, give up your sersitive data to the attacker )
Y A skeptic at the time,

Tewll Maskelyno sett How to prevent MITM attacks:  —_ ol b
e [ll5 0W0 radio message - e vigilant for phishing emails asking for aredentials or other persanal infa
? ws  tepeatadiy encoding - (inily 18 Known, securs WIFL accss points that require specific credentials
4 -, the word “RATS" In the - Pay attention to webaito addrogass and any address changes from pags o pagn
mmmmmmh - Engure evary website address matehes the actual anticipated website names
- Always look [or the ook aymbel ensuring e website 1 verified a9
Wmﬁ%ﬂﬂ" - Dnily visls wabaites with the “hetps://™ in the webslte address
g hbips/leybescibadusrats — X
gl
During the busieat onking shopping tima, be WAry af publia WiF! networks &3 thiey opan you up to MITHM attacks. Publlc netwarks can axposa
1383 to netwark ﬂ!'l'-fﬂl'l.E .lw {= wien an attackar monltars network tealfle to detarmine what dovices are on the network,

what wobsites peophe are visiting, and what dabs they ars sending Mallzious sttankers commonky use nabwork sniffers to intarcept and

analyze your private Information beoauss publie nebworks unsally do not use enoryption. With this type of MITM attack, you aren't oven
aware that an attacker Interespted and stols your persanal Infarmation. 5o, pleass make Sure you pay close attention o the webakte
addresses you vislk and stay wary of entering your Information while on public WP, or you may oot be feeling very thankful this ssason!
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Naxt month's topic: Online Payment Bafety! ‘



