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COURSE CATALOG  
 

BS Networking and System Administration  
 

 
 

Program Overview 
 
Networking, the technology of interconnecting computing devices so information can flow between them, 

includes the design, deployment, operation, and maintenance of computer networks using developed 

components. This includes activities as simple as topology design to those as complex as the 

configuration of services and protocols to enable an entire intranet and the support of that environment. 

As the number of computing devices in the network scales up, the task becomes more difficult, involving 

design trade-offs, performance considerations, and cost issues. 

  

Systems administration includes the system design, installation, configuration, operation, and support of 

computer system platforms from mobile devices, servers, and large scale systems to the deployment of 

clouds and the use of virtualization. This includes the specification and implementation of all the hardware 

and software structures required to support and deploy these environments. 

  

These disciplines are also concerned with the security and privacy of the information that is stored on 

these platforms and communicated over the networks they are attached to. In today’s information-rich 

environment, computer systems exist at the heart of a network and often work together to provide services 

as well as repositories for information. Students will take all of this into consideration as they design and 

deploy secure system and network solutions in support of an organization's strategic and tactical goals. 
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Curriculum 
Networking and System Administration, BS degree, typical course sequence  

Course Sem. Cr. Hrs. 

First Year 

NSSA-101 NSSA Fundamentals 3 

ISTE-100 Computer Problem Solving: Network Domain I 4 

  LAS Foundation 1: First Year Seminar† 3 

STAT-145 LAS Perspective 7A: Introduction to Statistics I 3 

  LAS Perspective 1, 2 6 

NSSA-102 Computer Systems Concepts 3 

NSSA-161 Fundamentals of Information Security 3 

ISTE-101 Computer Problem Solving: Network Domain II 4 

  LAS Foundation 2: First Year Writing 3 

Second Year 

NSSA-220 Introduction to Scripting 3 

NSSA-241 Networking I 3 

ISTE-230 Introduction to Database and Data Modeling 3 

PHYS-111 LAS Perspective 6: College Physics I 4 

  LAS Perspective 3, 4 6 

NSSA-242 Networking II 3 

NSSA-243 Networking Lab 3 

NSSA-221 System Administration I 3 

PHYS-112 College Physics II 4 



 

3 

  Cooperative Education (summer) Co-op 

Third Year 

NSSA-322 System Administration II (WI) 3 

NSSA-323 System Administration Lab (WI) 3 

  NSSA Option Courses 6 

MATH-181 LAS Perspective 7B: Project-based Calculus I 4 

  LAS Perspective 5 3 

MATH-182 Project-based Calculus II 4 

  Ethics Elective 3 

  LAS Immersion 1 3 

  Free Elective 3 

Fourth Year 

NSSA-362 Cryptography and Authentication 3 

  NSSA Option Courses 9 

  LAS Immersion 2, 3 6 

  Free Electives 9 

NSSA-363 Cyber Security Policy and Law 3 

Total Semester Credit Hours 126 

Cooperative education 
Students are required to complete twenty four weeks of cooperative education, one of which must have 

an international component. Many students study abroad to solidify their understanding of a foreign 

language and gain experience living in another culture. They follow their study abroad experience with a 

co-op in a multinational corporation in the United States, or in an international company overseas, to 

acquire comprehensive experience. 
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COURSE DESCRIPTION 
 

FIRST YEAR  

NSSA-101 - NSSA Fundamentals 

This course is an introduction to the fundamentals from each of the primary areas of the networking, 

security and systems administration (NSSA) domain. Students will develop a collective view of the NSSA 

field as they experience and integrate the perspectives of the sub-domain areas. Students will carry this 

perspective into the other supporting coursework of their degree program. Topics will focus on the core 

concepts in the three areas: 1.) Wired and wireless networking; 2.) System and network security and 

awareness, and 3.) Systems administration. Emerging technologies in each of the areas will be explored. 

A project and case studies will be used as the basis for exploring and interrelating each of the fundamental 

topics. Class 3, Credit 3. 

ISTE-100 - Computer Problem Solving: Network Domain I 

A first course in using the object-oriented approach in the network domain. Students will learn to design 

software solutions using the object-oriented approach, to implement software solutions using a 

contemporary programming language, and to test these software solutions. Topics include thinking in 

object-oriented terms, problem definition, designing solutions using the object-oriented approach, 

implementing solutions using a contemporary programming language, and testing software solutions. 

Programming projects will be required. Class 6, Credit 4. 

STAT-145 - LAS Perspective 7A: Introduction to Statistics I 

This course will study the statistical methods of presenting and analyzing data. Topics covered include 

descriptive statistics and displays, random sampling, the normal distribution, confidence intervals, and 

hypothesis testing. The statistical software MINITAB is used to reinforce these principles and to introduce 

the use of technology in statistical analysis. This is a general introductory statistics course and is intended 

for a broad range of programs. Note: This course may not be taken for credit if credit is to be earned in 

STAT-205. (MATH-101 College Algebra or equivalent) Class 3, Credit 3. 

NSSA-102 - Computer Systems Concepts 

This course teaches the student the essential technologies needed by NSSA majors, focused on PC and 

mainframe hardware topics. They include: how those platforms operate, how they are configured, and 

the operation of their major internal components. Also covered are the basic operating system 

interactions with those platforms, physical security of assets, and computing- centric mathematical 

concepts. (NSSA-101 NSSA Fundamentals) Class 2, Lab 2, Credit 3. 

NSSA-161 - Fundamentals of Information Security 

ISTE-101 - Computer Problem Solving: Network Domain II 

A second course in object-oriented problem solving in the network domain. Students will learn to develop 
software for the applications layer of the protocol stack. Topics include data structures, network 
processes, network protocols, and network security. Programming projects will be required. (ISTE-100 
Comp Prob Solve Net Domain I) Class 6, Credit 4.  
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SECOND YEAR  

NSSA-220 - Introduction to Scripting 

An introduction to the UNIX operating system and scripting in the Perl and UNIX shell languages. The 

course will cover basic user-level commands to the UNIX operating system, followed by basic control 

structures, and data structures in Perl. Examples will include GUI programming, and interfacing to an 

underlying operating system. Following Perl, students will be introduced to the basics of shell 

programming using the UNIX bash shell. (ISTE-101 or one year of programming in an object-oriented 

language.) Studio 4, Credit 3. 

NSSA-241 - Networking I 

This course is an introduction to wired network infrastructures, topologies, technologies and protocols 

required for effective end-to-end communication. Basic security concepts are also introduced at the local 

area network communication level. Networking layers 1, 2 and 3 are examined in-depth using the 

International Standards Organization’s Open Systems Interconnection and TCP/IP models. Topics focus 

on the TCP/IP protocol suite, the Ethernet LAN protocol, and routed and routing protocols common in 

local area networks. Labs will cover the various aspects of communication, management and security on 

equipment found in industry. (NSSA-101 NSA Themes) Class 2, Lab 2, Credit 3. 

ISTE-230 - Introduction to Database and Data Modeling 

A presentation of the fundamental concepts and theories used in organizing and structuring data. 

Coverage includes the data modeling process, basic relational model, normalization theory, relational 

algebra, and mapping a data model into a database schema. Structured Query Language is used to 

illustrate the translation of a data model to physical data organization. Modeling and programming 

assignments will be required. (One course in object oriented programming) Class 3, Credit 3. 

PHYS-111 - LAS Perspective 6: College Physics I 

This is an introductory course in algebra-based physics focusing on mechanics, waves, and optics. 

Topics include kinematics, planar motion, Newton’s laws, gravitation; rotational kinematics and dynamics; 

work and energy; momentum and impulse; conservation laws; fluids; simple harmonic motion; 

mechanical and electromagnetic waves; geometrical optics; physical optics and interference; data 

presentation/analysis and error propagation. The course is taught using both traditional lectures and a 

workshop format that integrates material traditionally found in separate lecture, recitation, and laboratory 

settings. (Competency in algebra, geometry and trigonometry.) Class 2, Workshop 4, Credit 4. 

NSSA-242 - Networking II 

This course is designed to provide the student with an understanding of the protocols, principles and 

concepts of radio and optical communication as they apply to wireless data networking for local area 

networks and peripherals. As its basis it uses the fundamental concepts and technologies learned in 

Networking I, and expands upon them to include other contemporary and emerging technologies. Topics 

including WLANs, wireless network operation, network integration, construction and network design will 

be discussed. Modulation techniques, measurement standards, nomenclature, equipment and theory 

behind transmissions in this portion of the electromagnetic spectrum will be examined. (NSSA-241) Class 

2, Lab 2, Credit 3. 
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NSSA-243 - Networking Lab 

NSSA-221 - System Administration I 

This course is designed to give students an understanding of the role of the system administrator in large 

organizations. This will be accomplished through a discussion of many of the tasks and tools of system 

administration. Students will participate in both a lecture section and a separate lab section. The 

technologies discussed in this class include: operating systems, system security, and service deployment 

strategies. (NSSA-220) Class 2, Lab 2, Credits 3. 

PHYS-112 - College Physics II 

This course is an introduction to algebra-based physics focusing on thermodynamics, electricity and 

magnetism, and elementary topics in modern physics. Topics include heat and temperature, laws of 

thermodynamics, electric and magnetic forces and fields, DC and AC electrical circuits, electromagnetic 

induction, the concept of the photon, and the Bohr model of the atom. The course is taught using both 

traditional lectures and a workshop format that integrates material traditionally found in separate lecture, 

recitation, and laboratory settings. (PHYS-111 College Physics I) Class 2, Workshop 4, Credit 4. 

 

THIRD YEAR  

NSSA-322 - System Administration II (WI) 

An investigation of the tasks of selecting, configuring and administering services in an Internet-working 

environment. Topics include the TCP/IP protocol suite, service administration including DHCP, DNS, 

SSH, and Kerberos. Students completing this course will have experience in administering an 

internetwork of computers with a variety of these services as well as an under- standing of the similarities 

and differences between protocols in the TCP/IP suite (TCP and UDP). This course is a writing intensive 

course and students will be expected to complete several writing projects as part of the course. Students 

will participate in both a lecture section and a separate lab section. (NSSA-221, NSSA-242) Class 2, Lab 

2, Credit 3. 

 NSSA-323 - System Administration Lab (WI) 

 MATH-181 - LAS Perspective 7B: Project-based Calculus I 

This is the first in a two-course sequence intended for students majoring in mathematics, science or 

engineering. It emphasizes the understanding of concepts, and using them to solve physical problems. 

The course covers two- dimensional analytic geometry, functions, limits, continuity, the derivative, rule of 

differentiation, applications of the derivative, Riemann sums, definite integrals, and indefinite integrals. 

(In order to be successful in this course, students earn an A in MATH-111 Precalculus, or a score of at 

least 75% on the RIT Mathematics Placement Exam) Class 4, Workshop 2, Credit 4. 

MATH-182 - Project-based Calculus II  

This is the second in a two-course sequence intended for students majoring in mathematics, science or 

engineering. It emphasizes the understanding of concepts, and using them to solve physical problems. 

The course covers techniques of integration including integration by parts, partial fractions, improper 

integrals, applications of integration, representing functions by infinite series, convergence and 
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divergence of series, parametric curves and polar coordinates. (C or better in MATH-181 Project-based 

Calculus I) Class 4, Workshop 2, Credit 4. 

 

FOURTH YEAR 

NSSA-362 - Cryptography and Authentication 

As more users access remote systems, the job of identifying and authenticating those users at distance 

becomes increasingly difficult. The growing impact of attackers on identification and authentication 

systems puts additional strain on our ability to ensure that only authorized users obtain access to 

controlled or critical resources. This course introduces encryption techniques and their application to 

contemporary authentication methods. (CSEC-101 Fundamentals of Information Security) Class 3, Credit 

3.  

NSSA-363 - Cyber Security Policy and Law 

In this course, students will study the need for information security policies, procedures and standards. 

Students will write security policies and examine cases used as precedent for current laws. Other topics 

may include, but are not limited to, trust models, security policy design, incident response, and review of 

legal cases. (CSEC-101 Fundamentals of Information Security) Class 3, Credit 3. 


