Administrative Policy:
Student Identity Verification

Scope
This policy applies to all Henrietta campus incoming students at RIT as of Fall 2026.

Policy Statement
The purpose of this policy is to ensure that Rochester Institute of Technology can verify that the identity
of the person registered for courses matches the person attending and participating in such courses.
Identity Verification is an important component of RIT’s core values of integrity and honesty. These
core values are reflected in all RIT educational and business practices. To ensure the security and
integrity of our academic community, all students are required to verify their identity. This verification
ensures that the person enrolled in classes is the same person attending and participating in them,
upholding RIT's core values. Student Identity verification also helps to:

- Prevent identity fraud and ensure academic honesty

- Ensure that only authorized individuals have access to university facilities, services, and

coursework
- Maintain the safety and security of the campus community

The University ensures compliance with RIT’s core values as follows:
Student Responsibilities

Incoming students entering in Fall 2026 must complete Steps A, B, and C:

A. ID Verification. Beginning in Fall 2026, all incoming students are asked to submit a
government-issued photo ID and upload a currrent photo which is used to verify identity.
Student information and images are handled securely and used only for verification purposes in
compliance with university privacy and data protection policies. The ID verification process is
only required one time during a student’s enroliment at RIT.

B. RIT-Approved ID Photo. In addition, the student is also required to have an RIT-approved ID
Photo on file that can be used to verify their identity. This photo must be submitted separately
from the photo that was submitted in Step A above. Every student must submit a photo of
themselves to RIT and have it reviewed and approved within 2 weeks of the commencement of
taking any class at RIT. This is only required one time during a student’s enroliment at RIT.

C. Accounts and Access. All course activities must be completed utilizing RIT provided computer
accounts. This includes secure logins with multi-factor authentication to RIT’s LMS
(myCourses) and use of RIT sponsored email accounts. All students must adhere to the
computer use policies outlined in C08.2 Code of Conduct for Computer Use. Users must not
share or disclose their account password(s) with any individual.

Failure to comply with these requirements may initiate a review process, which may result in disruptions
to the student’s enroliment at RIT. This includes the deactivation of the student’s RIT computer
account, leading to disenroliment from all enrolled online classes. If the student is dis-enrolled, there is
no refund of tuition or other fees.


https://start.rit.edu/IDVerify
https://start.rit.edu/IDVerify
https://www.rit.edu/its/id-cards
https://www.rit.edu/its/accounts-access
https://www.rit.edu/policies/c082

Iv. Related Policies

A

B.

Code of Conduct: All users of RIT’s computing and network facilities are required to comply
with the policies of RIT’s Code of Conduct for Computer Use (C08.2).

Academic Integrity: Students must read and understand RIT policies related to academic
integrity. Faculty are responsible for identifying changes in student behavior and coursework,
such as changes in writing styles, academic performance, or different behavior in group
assignments. Such changes may merit an investigation by the faculty member to determine
whether the student is in violation of the RIT Student Academic Integrity Policy (D08.0).
Dishonest Behavior. Any act of dishonesty, including misrepresenting, omitting, altering, or
falsifying information/identification to university officials or on university documents (e.g.
applications, timekeeping records); exclusive of violations of D08.0 - Student Academic Integrity
Policy.

RIT Computer Account: Students are provided an RIT Computer Account and must create
secure passwords and must use these secure credentials to access campus systems where
identity verification is necessary. RIT's campus wireless network, E-mail, Student Information
Systems, and many, many more services. DO NOT share your login and password information
with others for security and privacy reasons.

. RIT Computer Account Misuse. Behaviors related to the misuse of your RIT Computer

Account, including sharing computing, network, and information resources, in addition to
copyright infringement. See C08.2 - Code of Conduct for Computer Use.

Family Educational Rights and Privacy Act (FERPA).

RIT Policy D15.0 Educational Records Policy.

V. Student Privacy
All Rochester Institute of Technology policies regarding student privacy and information security apply
to distance education courses and faculty who are teaching these courses are expected to follow these
policies.

The Family Educational Rights and Privacy Act (FERPA) protects the privacy of student information in distance

education by requiring, with certain limited exceptions, that the student's consent must be obtained before
disclosing any personally identifiable information in the student's education records. Additional information on
RIT security policies and standards can be found at: https://www.rit.edu/security/content/intro-policies-

standards

Responsible Office

Academic Affairs is responsible for developing and ensuring compliance with this policy in the University’s
various colleges and administrative units. It will inform deans and administrative officers when changes to the
policy are made. Faculty who are teaching distance education (online) courses are responsible for complying
with this policy.
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