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Introduction:

PCI DSS (Payment Card Industry Data Security Standard) is a set of security standards designed to ensure
that all companies that accept, process, store, or transmit credit card information maintain a secure
environment. It is important that every employee, contractor, and third-party vendor who has access to
cardholder data (CHD) or sensitive authentication data (SAD) understands and complies with PCI
requirements.

Awareness and Training Standard:

RIT is committed to complying with PCI DSS requirements and ensuring that all employees, contractors,
and third-party vendors are aware of and trained on PCl requirements. The following policy outlines our
approach to PCl awareness and training:

Awareness:

All employees, contractors, and third-party vendors who have access to cardholder data or sensitive
authentication data must be made aware of PCl requirements, our Institution policies, and their
individual responsibilities for maintaining a secure environment. This will be achieved by:

Providing all new employees, contractors, and third-party vendors with a copy of our PCl policy as part
of their onboarding process.

Conducting annual PCl awareness training for all employees who handle cardholder data.

Ensuring that all employees, contractors, and third-party vendors understand the importance of PCI
compliance and the potential consequences of non-compliance.

Training:

RIT is committed to providing ongoing training to ensure that all employees, contractors, and third-party
vendors have the knowledge and skills necessary to maintain a secure environment. This will be
achieved by:

Providing role-based training to all employees, who have access to cardholder data or sensitive
authentication data.

Ensuring that all training is up-to-date and covers the latest PCl requirements.
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Providing regular refresher training to ensure that all employees, are aware of any changes to PCI
requirements.

Enforcement:

RIT takes PCI compliance very seriously and will take appropriate action against any employee,
contractor, or third-party vendor who violates our PClI Awareness and Training Standard.

Conclusion:

RIT recognizes the importance of maintaining a secure environment for cardholder data and sensitive
authentication data. We are committed to complying with PCI DSS requirements and ensuring that all
employees, contractors, and third-party vendors are aware of and trained on PCl requirements.
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